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Agenda

Introductions, if appropriate.

Apologies for absence and clarification of alternate members

Item

1

Declarations of personal and prejudicial interests

Members are invited to declare, at this stage of the meeting, any relevant
financial or other interest in the items on this agenda.

Deputations

Minutes of the previous meeting

Matters arising

Statement of accounts 2010/11 and Annual governance reports

At its meeting on 22 September 2011 the Committee approved the
statement of accounts for publication. It also considered the draft Annual
Governance Reports produced by the Audit Commission and the
Council’s Annual Governance Statement. Following the completion of
the audit of the accounts this report presents the final versions of the
reports for the Committee. An action plan to address the
recommendations raised by the Audit Commission is also set out in the
final Annual Governance Report.

Ward affected: Contact Officer: Clive Heaphy, Director of
Finance and Corporate Services
All Wards Tel: 020 8937 1424 clive.heaphy@brent.gov.uk

Audit commission progress report

This report presents the Audit Commission’s progress report for 2010/11.

Representatives of the Audit Commission will present the report.
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9-116

117
138



Ward affected: Contact Officer: Clive Heaphy, Director of
Finance and Corporate Services

All Wards Tel: 020 8937 1424 clive.heaphy@brent.gov.uk

Treasury 2011/12 Mid year report 139
142

This report updates members on recent treasury activity.

Ward affected: Contact Officer: Martin Spriggs, Exchequer and
Investment

All Wards Tel: 020 8937 1472 martin.spriggs@brent.gov.uk

Brent Housing Partnership audit plan 2011/12 143
154

This report advises the Audit Committee of the final Internal Audit Plan for
the Brent Housing Partnership (BHP) for 2011/12. The plan was
presented to the BHP Audit & Finance Sub-Committee in July 2011. The
Brent Housing Partnership is an Arms' Length Management Organisation
which is limited by guarantee, wholly owned by the Council and is
responsible for managing Council’s housing stock.

Ward affected: Contact Officer: Clive Heaphy, Director of
Finance and Corporate Services

All Wards Tel: 020 8937 1424 clive.heaphy@brent.gov.uk

Internal audit progress report 2011/12 155
184

This report sets out a summary of the work of internal Audit for the period
from 1 April 2011 to 30 November 2011. The report also provides further
details of the work together with the assurance ratings and priority 1
recommendations for limited and nil assurance reports and management
responses for those audits for which final reports have been issued since
August 2011.

Ward affected: Contact Officer: Clive Heaphy, Director of
Finance and Corporate Services

All Wards Tel: 020 8937 1424 clive.heaphy@brent.gov.uk



10 Risk management policy 185

11

12

13

204
This report sets out proposals for the development of risk management
across the council.
Ward affected: Contact Officer: Clive Heaphy, Director of
Finance and Corporate Services
All Wards Tel: 020 8937 1424 clive.heaphy@brent.gov.uk
Use of surveillance and chis 2010/11 205
210

The purpose of this report is to advise members on the council’s use of
covert surveillance and covert human intelligence sources (CHIS) for
2010/11 and the period April 2011 to November 2011.

Ward affected: Contact Officer: Clive Heaphy, Director of
Finance and Corporate Services
All Wards Tel: 020 8937 1424 clive.heaphy@brent.gov.uk

Any other urgent business

Notice of items to be raised under this heading must be given in writing to
the Democratic Services Manager or his representative before the
meeting in accordance with Standing Order 64.

Date of next meeting

The next scheduled meeting of the Audit Committee is scheduled to be
held on Wednesday, 22 February 2012 at 7:30pm.

Please remember to SWITCH OFF your mobile phone during the meeting.

o The meeting room is accessible by lift and seats will be provided for
members of the public.

J Toilets are available on the second floor.

o Catering facilities can be found on the first floor near The Paul Daisley
Hall.

J A public telephone is located in the foyer on the ground floor, opposite the

Porters’ Lodge
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LONDON BOROUGH OF BRENT

MINUTES OF THE AUDIT COMMITTEE
Thursday, 22 September 2011 at 7.30 pm

PRESENT: Mr Wood (Chair) and Councillors Al-Ebadi and Van Kalwala
Also Present: Councillors Butt, Cheese and S Choudhary

Apologies were received from: Councillor Ashraf.

1. Declarations of personal and prejudicial interests
None

2. Deputations
None.

3. Minutes of the previous meeting
RESOLVED:-

that the minutes of the previous meeting held on 15 June 2011 be approved as an
accurate record of the meeting subject to “Councillor Butt” being shown as in
attendance.

4. Matters arising
Key management risk and risk management strategy

Clive Heaphy, Director of Finance and Corporate services informed the Committee
that the report on key management risk and risk management strategy would be
submitted to the Corporate Management Team (CMT) before being brought to this
Committee. Consequently, the report would be put on the agenda for the next
meeting.

5. Statement of Accounts 2010/11 and Annual Governance Reports

Andre White (District Auditor), Paul Viljoen and Jonathan Ware (Auditor Managers)
were in attendance.

The Committee gave consideration to a report produced by the Audit Commission,
the Council’s external auditors, based on the audit of accounts. The report was
intended to identify any changes to the accounts, unadjusted mis-statements or
material weaknesses in controls identified during the audit work. A separate Annual
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Governance Report produced for the Pension Fund accounts was also on the
agendas for consideration.

Clive Heaphy, Director of Finance and Corporate Services introduced the report.
He set out a number of reasons why the process for producing the statement of
accounts for 2010/11 had been considerably more complex than in previous years.

Firstly, the fundamental change in the Council's financial processes which required
a migration of financial information from multiple disparate systems previously in
place to a single Council-wide system. In addition, the Finance Modernisation
project resulted in a significant reduction in team numbers and a fundamental shift
away from producing accounts locally in directorates to production via a central
team.

Further, during 2010/11 the Council completed the mandatory transition of its
accounting statements to comply with International Financial Reporting Standards
(IFRS) which govern the way financial transactions were brought into account and
how they were reported. The transition had affected both the appearance of the
Council’s accounts and reported balances.

He continued that whilst the timetable for the production and audit of accounts was
tight than in any normal year, the combination of all of the above factors made the
2010/11 process particularly problematic. He was quite confident that the
investment in time and effort now would enable significant improvements to be
achieved in future with consequent reductions in audit fees. The Director continued
that he formally approved the draft Statement of Accounts in line with the Accounts
and Audit Regulations on 30 June 2011, prior to the start of the audit.

The Director informed the Committee about a post balance sheet event resulting
from Brent Housing Partnership’s (BHP) involvement in settled homes initiative.
Although there would be no impact on the Council, the Director had provided BHP's
auditors with assurances of the Council's support for BHP.

Mick Bowden, Deputy Director of Finance and Corporate Services gave an analysis
of the key figures in the accounts and highlighted the significant changes in the
balance sheet.

In welcoming the report, members expressed a view that the accounts and the
statements were informative and paid tribute to the Director and his team for the
sterling efforts made in presenting the accounts and statements. The Chair added
that officers should consider submitting a shorter, more reader friendly version of
the accounts in addition to the mandatory statements, to future meetings of the
Committee.

Andrea White, District Auditor (DA) in providing a summary of her findings on the
audit of the Pension Fund accounts stated that subject to the completion of her final
review and audit closure, her audit was substantially complete. She proposed to
give an unqualified audit opinion on the financial statements but would not issue her
opinion until the audit of the Council's main financial statements had been
completed as the Pension Fund statements formed part of the Council’s financial
statements.
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The DA continued that the draft financial statements were submitted by the due
date, were substantially complete and supported by good working papers in line
with expectations. She added that despite the teething problems from the
introduction of the Oracle system, the migration of balances to the new system was
well controlled. In her view, the financial statements submitted for audit were free
from material error, missing and incomplete disclosures had been adjusted by
officers and overall, she had not identified ant significant weaknesses in the
pension fund internal controls. The DA stated that there were no material
differences to the pension fund financial statements on the transition to IFRS and
that she was satisfied that the pension fund financial statements had been properly
compiled according to IFRS.

The District Auditor continued that the transition and migration problems
experienced by Brent were a problem common to finance departments in many
local authorities. She clarified that the audit trail was taking significantly longer than
anticipated and due to delays, overly complex audit trails and a resultant high
volume of audit queries and amendments. She continued that her audit of the
council’s accounts had identified six material errors in the financial statements and
a significant number of non-trivial and non-material errors which the Director and
his team were actively working on to resolve them. In view of that the District
Auditor stated that she would not be in a position to issue her audit opinion of the
council’s accounts by the due date of 30 September 2011. The DA also added that
she would want to complete the remainder of the council’s accounts audit before
issuing her opinion on value for money.

With reference to paragraph 15 of the AGR, the DA amended the areas of audit
work to take account of progress made but emphasised that the following two key
areas were outstanding; cash and bank; final review and closing procedures. She
also asked for the following three errors to be added;

Classification error £9m

Provision for redundancy £2m

Internal debtors and creditors £1m

The Director of Finance in responding to the above stated that redundancy
payments had been budgeted for and that an adequate provision had been made in
the reserves. He tabled an amendment to the recommendations which was later
agreed.

Councillor Cheese noted the significant weaknesses in internal control identified by
the auditor brought about by the introduction of the new systems and asked
whether the systems were trialled for effectiveness. Councillor Al-Ebadi noted that
the latest reconciliation provided to audit had reduced the gross outstanding
amount and wondered whether officers could complete this by October when the
audited accounts were due to be published.

Mick Bowden, Deputy Director in response stated that the new system was trialled
and working effectively. The issues related to the migration of information
previously held in different disparate systems. He added that having dealt with the
transition the current system enabled monthly reconciliations and close downs and
therefore timely presentation of accounts in the future. He continued that Audit
Commission were aiming for the majority of the field work to be completed by the
end of the month. In response to non-trivial and non-material issues which Paul
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Viljoen stated were not amended by the Council, the Deputy Director stated that
those matters were agreed with the Audit Commission as not requiring adjustment
and not impacting upon the financial position of the Council.

In bringing the discussion to a close, the Chair welcomed the progress made by the
Council in the light of the problems resulting from the changes made. He however
requested that management action plan against the DA’s recommendations and the
Annual Governance Report be reported to the next meeting of the Committee. He
asked about the measures that the Internal Audit could take to assist with the
situation. Simon Lane Head of Audit and Investigations stated that he would bring
forward some of the work being done including bank and reconciliations, move
resources to key financial work and benchmark with other local authorities. The
Chair noted that the unaudited accounts would be published by 30 September 2011
and subject to final information being submitted to the DA by mid-October the final
audited accounts would be published. With that in view members;

RESOLVED:-

(i) that the Annual Governance reports from the Audit Commission and the
letters of representation to the Audit Commission be noted;

(i) that the Statement of Accounts be approved for publication subject to an
adjustment of £1.939m in respect of redundancy costs for which provision is
contained within the 2011/12 budget subiject to (iii) below;

(i)  that if there were any further minor changes to the accounts or audit
recommendations, the Chair would have delegated authority to agree and
request members of audit committee be notified accordingly.

6. 2011 Treasury annual report

Mick Bowden, Deputy Director of Finance and Corporate Services introduced the
report which provided information to members on borrowing and investment activity,
and performance compared to prudential indicators during 2010/11. The
recommendations of the report which were submitted to Full Council without any
further comments were also being reported to this Committee as part of the scrutiny
function required under the 2009 Treasury Management Code of Practice issued by
CIPFA.

The Deputy Director gave an outline of the economic and market background
during 2010/1 including quantitative easing (QE), the movement of interest rates
and the potential impact of defaults by Ireland, Portugal and Greece on European
banks and the euro. He then drew members’ attention to the level of rates charged
by the Public Works Loan Board (PWLB) and borrowing activity and added that as
a result of debt re-structuring, the Council was able to save around £1.5m per
annum. He also drew attention to the appendices to the report that set out the
Council’s current outstanding loans together with yields and maturity dates.

RESOLVED:-

that the treasury management annual report and recent treasury activity be noted.
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7. Audit Commission Progress Report

The purpose of the progress was to brief members of the Committee on work
currently being planned or undertaken by the Audit Commission. Andrea White,
District Auditor in introducing the report stated that the Commission had finalised
their interim report and agreed with officers an action plan which was attached to
the progress report.

She advised members that she had finalised her performance review detailed in the
Audit plan including a follow up review of the Council’'s One Council Project and
summarised the key findings as follows;

e Good progress had been made on the One Council Project with effective
governance arrangements in place.

e Risks existed in regards to capacity, accurate monitoring of financial
benefits, transparency of revisions to financial projections and a systematic
way to capture non-financial benefits at project level.

The District Auditor continued that in line with her statutory duties, she was also
focussing on the following matters which had come to her attention during the
course of her audit;

e |[ssues relating to the Council’'s arrangements over blue badge usage,
enforcement and anti-fraud arrangements.

e |ssues relating to governance and audit arrangements at a school.

e Implications arising from the review of school leases and the legality of
contracts.

She confirmed that as the audit was taking longer to complete additional fees to be
agreed with the Director of Finance and Corporate Services would be charged and
reported to the Committee. The District Auditor then drew members’ attention to
the Audit externalisation schedule as set out in the report and added that although
the timetable had initially slipped, contracts for 3 or 5 year terms with TUPE
agreements were expected to be approved by March 2012. She added that the
contracts would be divided into North London and South London sectors with Brent
being in the former sector.

RESOLVED:-
that the progress report on work being undertaken by the Audit Commission be
noted.

8. Audit Commission One Council Follow Up Report

Andrea White, District Auditor, introduced the report. Clive Heaphy, Director of
Finance and Corporate Services in commenting on the report stated that the
progress report was the Council's four year ambitious forward looking
transformation programme which aimed to deliver service improvements and cost
savings of £94m by 2015. He advised the Committee that the Council had made
positive progress towards implementing the One Council Programme over the last
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12 months. Governance arrangements were in place and working effectively with
regular monitoring which allowed risks, costs and benefits to be identified at
corporate and individual project levels.

The Director emphasised that capacity remained a risk to the success of the
individual programme and in recognition of that the Council was addressing it
through internal appointments as well as lessening its reliance on external
consultants. He referred to the following list of recommendations and added that its
adherence was paramount in achieving an overall success.

o Continue to monitor capacity at project level given the need to deliver
significant number of projects in 2011/12 to achieve the savings targets.

. Review how project costs and financial benefits were reported at corporate
and project level.

. Specify and set out non-financial benefits set out at the start of projects.

o Monitor non-financial benefits in a meaningful and accurate way as projects
progressed.

RESOLVED:-

that the Audit Commission’s one Council follow up report be noted.

9. Annual Governance Statement

This report set out the revised Annual Governance Statement for publication as
required by the Accounts and Audit Regulations 2003.

Clive Heaphy informed the Committee that this was the final version of the AGS, an
initial draft having already been approved at the previous committee meeting. Two
significant alterations had been made; the inclusion of issues presented by the
implementation of a single accounting system across the council which had been
discussed during the earlier items on the agenda. The second was the inclusion of
a paragraph concerning the Settled Homes Initiative in Brent Housing Partnership.
During the course of the year, Brent Housing Partnership (BHP) had been
purchasing homes for temporary accommodation under the settled homes initiative
backed by loans of more than £54m from the Council. Whilst the scheme appeared
to be operating well, a number of problems had arisen in respect of out-of-borough
purchases which suggested that in this particular area, internal controls including
financial controls were not as robust as required. Work was being undertaken to
strengthen the controls and ensure that no repetition could take place in the current
or future years.

Clive Heaphy then sought member approval for the AGS to go forward to the
Leader and Chief Executive for signature.
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10.

11.

RESOLVED:-
that the Annual Governance Statement approved.
Internal Audit Progress Report

Simon Lane, Head of Internal Audit and Investigations introduced the report that set
out a summary of the work of Internal Audit for the period 1% April 2011 to 31%
August 2011 and provided further detail together with the assurance ratings and
priority 1 recommendations for limited assurance reports and management
responses.

He advised the Committee that a number of systems audits had been completed
and were in progress across the Council including the new Project Management
Framework being developed and implemented by Regeneration and Major Projects.
Computer audit work was also progressing.

Simon Lane advised the Committee that the final key area of work was in relation to
schools which formed a significant part of the annual coverage. A number of
reports for Secondary schools audited in 2010/11 were still in draft due to a number
of secondary schools failing to provide management responses to draft reports.

As was the case in 2010/11, key areas of weakness identified across several of the
schools audited so far in 2011/12 related to compliance with the Financial
Regulations for Schools around high value procurement and leasing arrangements.
In addition, issues were identified in respect of the salary levels of Head teachers
and other members of the Leadership Teams in the context of non-compliance with
the national School Teachers Pay and Conditions Document 2010 (STPCD).

In welcoming the progress report, the Chair drew members’ attention to the
following 4 reports that were long overdue from 2010/11;

e Network infrastructure (IT)

e Corporate Property Service Model

¢ Michael Sobell Sinai school

e OQur Lady of Lourdes

With reference to the pie chart representing recommendations implemented, the
Chair advised that early warning signs be given to those service areas which had
not fully implemented the recommendations and possibly the post title of the head
of service be named in the report. He noted that lack of resources was suggested
as the inhibiting factor, however, officers needed to maintain a sharp focus and
keep the Committee fully informed of developments.

RESOLVED:-

that the progress made in achieving the 2011/12 internal audit plan be noted.

Any other urgent business

None.
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12.  Date of next meeting

It was noted that the next meeting would take place on 15 December 2011.

The meeting closed at 9.40 pm

S WOOD
Chair
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Audit Committee
Thursday 15 December 2011

Report from the Director of Finance and
Corporate Services

, Wards Affected:
For Action ALL

STATEMENT OF ACCOUNTS 2010/11 AND
ANNUAL GOVERNANCE REPORTS

1.0 Summary

1.1 Atits meeting on 22 September 2011 the Committee approved the statement
of accounts for publication. It also considered the draft Annual Governance
Reports produced by the Audit Commission and the Council’'s Annual
Governance Statement.

1.2  Following the completion of the audit of the accounts this report presents the
final versions of the reports for the Committee. An action plan to address the
recommendations raised by the Audit Commission is also set out in the final
Annual Governance Report.

2.0 Recommendations
The Committee is asked to:

2.1 Consider the final Annual Governance Reports from the Audit Commission
and the Council’s action plan.

2.3 Note the final Annual Governance Statement.
3.0 Detail

Statement of Accounts

3.1 The report to the Committee in September highlighted the key challenges in
producing the accounts for 2010/11:
e The migration of financial information from multiple disparate systems
e Fundamental structural changes
e Transition of accounting statements to comply with International
Financial Reporting Standards (IFRS)

3.2 The audit of accounts has now been completed and the Audit Commission
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3.3

3.4

3.5

3.6

4.0

4.1

5.0

5.1

6.0

has issued an unqualified audit opinion. The final accounts were completed in
accordance with the position reported to the Committee in September and
were therefore approved by the Chair prior to the issue of the audit opinion.

Annual Governance Report

The final Annual Governance Reports (one for the Council and one
specifically for the Pension Fund) have been produced and are attached as
Appendix A and B respectively. These incorporate the final findings from the
audit to be brought to the attention of the Committee and also the Audit
Commission’s recommendations to the Council for improving the process for
the 2011/12 accounts.

The Council’'s action plan is set out within Appendix 6 of the Annual
Governance Report and sets out the key response, responsible officer and
timescale for each recommendation. Underpinning the action plan is a
detailed closedown plan itemising the key individual activities required to
complete the produce the 2011/12 accounts and audit working papers.

Given the scale of improvements required it is recommended that future
meetings of the Audit Committee receive regular updates on progress against
the action plan. In addition officers from the Council will liaise with the Audit
Commission to monitor progress on implementing the recommendations.

Annual Governance Statement

The final Annual Governance Statement is attached as Appendix C. This has

been updated since the version reported to the Committee in September to

incorporate:

e the need to review core accounting procedures to support the production
of the accounts

e the latest positive developments regarding the Icelandic deposits

e a reference to instances where Department for Education guidance on
headteacher salaries has not been followed.

Financial Implications

There have been some adjustments to the Statement of Accounts during the
course of the audit but for the most part these are changes to balance sheet
items and notes to the accounts which have no impact the Council’s overall
financial position or level of available reserves.

Legal Implications

No specific implications.

Diversity Implications
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6.1

7.0

71

8.0

8.1

9.0

The proposals in this report have been subject to screening and officers
believe that there are no diversity implications arising from it.

Staffing Implications
No specific implications.
Background Information

Accounts and Audit Regulations 2011
Report to Audit Committee on 22 September 2011 (Agenda Item 5)

Contact Officer

Mick Bowden, Finance and Corporate Services, Room 114, Brent Town Hall,
Forty Lane, Wembley, Middlesex HA9 9HD. Tel. 020 8937 1460.

CLIVE HEAPHY
Director of Finance and Corporate Services
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Audit Committee 22 Sept 2011 (amended) — Annual Governance Statement Appendix 1

BRENT COUNCIL
ANNUAL GOVERNANCE STATEMENT
201011

1 Scope of responsibility

1.1 The Council is responsible for ensuring that its business is conducted in
accordance with the law and proper standards, and that public money is
safeguarded and properly accounted for, and used economically, efficiently and
effectively. The Council also has a duty under the Local Government Act 1999
to make arrangements to secure continuous improvement in the way in which
its functions are exercised, having regard to a combination of economy,
efficiency and effectiveness.

1.2 In discharging this overall responsibility, the Council is responsible for putting in
place proper arrangements for the governance of its affairs, facilitating the
effective exercise of its functions, and which includes arrangements for the
management of risk.

1.3 The Council has approved and adopted a code of corporate governance, which
is consistent with the principles of the CIPFA/SOLACE Framework Delivering
Good Governance in Local Government. A copy of the code is contained in the
council's  Constitution and can be found on our website at
www.brent.gov.uk/constitution.nsf.

1.4 This statement explains how the Council has complied with the code and also
meets the requirements of regulation 4(2) of the Accounts and Audit
Regulations 2003 as amended by the Accounts and Audit (Amendment)
(England) Regulations 2006 in relation to the publication of a statement on
internal control.

2 The purpose of the governance framework

2.1 The governance framework comprises the systems, processes, culture and
values by which the authority is directed and controlled and the activities
through which it accounts to, engages with and leads the community. It
enables the authority to monitor the achievement of its strategic objectives and
to consider whether those objectives have led to the delivery of appropriate,
cost effective services.

2.2 The system of internal control is a significant part of that framework and is
designed to manage risk to a reasonable level of assurance. It cannot
eliminate all risk of failure to achieve policies, aims and objectives and can
therefore only provide reasonable and not absolute assurance of effectiveness.
The system of internal control is based on an ongoing process designed to
identify and prioritise the risks to the achievement of the council’s policies, aims
and objectives, to evaluate the likelihood of those risks being realised and the
impact should they be realised, and to manage them efficiently, effectively and
economically.
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2.3 The governance framework has been in place at the Council for the year ended
31 March 2011 and up to the date of approval of the statement of accounts.

3 The governance framework

3.1 The key elements of the systems and processes that comprise the Council’s
governance arrangements are set out over the following pages against the six
core principles upon which the CIPFA/SOLACE Framework is based. The six
core principles being as follows:

1. Focusing on the purpose of the Authority and on outcomes for the
community and creating and implementing a vision for the local area;

2. Members and officers working together to achieve a common purpose with
clearly defined functions and roles;

3. Promoting values of the authority and demonstrating the values of good
governance through upholding high standards of conduct and behaviour;

4. Taking informed and transparent decisions which are subject to effective
scrutiny and managing risk;

5. Developing the capacity and capability of members and officers to be
effective; and

6. Engaging with local people and other stakeholders to ensure robust public
accountability.

3.2 Each of these core principles are broken down into a number of supporting
principles and these are used by the Council on an annual basis to review and
summarise the key elements of the overall governance framework, as well as
to identify specific actions needed to address any weaknesses and/or to
achieve further improvement in the year ahead. The arrangements for
reviewing the effectiveness of the governance framework are detailed in
section 4 of this statement.

3.3 The tables set out over the following pages provide an overview of the key
elements of the governance arrangements against the six core principles,
together with any actions to be focussed upon during the 2010/11 financial
year.
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4.2

Review of Effectiveness

The Council has responsibility for conducting, at least annually, a review of
the effectiveness of its governance framework including the system of internal
control. The review of effectiveness is informed by the work of the executive
managers within the authority who have responsibility for the development
and maintenance of the governance environment, the Head of Internal Audit &
Investigation’s Annual Report and also by comments made by the external
auditors and other review agencies and inspectorates.

The process that has been applied in maintaining and reviewing the
effectiveness of the governance framework is described below:

The Council

e Has monitored performance against the Corporate Strategy Objectives by
taking an annual report and has set the annual budget in accordance with
the Corporate Strategy priorities;

e Receives the annual budget report which summarises the financial
position and the transactions for the year and considers the annual
performance plan; and

e Has agreed a Constitution which sets out the decision making structure,
delegated authority, standing orders and financial regulations. These
underpin the internal control framework.

The Executive

e Makes key decisions in accordance with the Budget and Policy
Framework;

e Meets with the Corporate Management Team twice per year to consider
the medium term financial strategy and its linkages with the council’s policy
priorities; and

e Meets monthly with the Corporate Management Team to receive an
update on the Council’s financial position and monitoring reports from the
Strategic Finance Group.

The Audit Committee

e Has met four times during 2010/11 and has considered the work of
Internal Audit during the year, the Head of Internal Audit’s annual report
and opinion and the External Auditor’s annual letter;

e Maintains an overview of the Council’s Constitution in respect of contract
standing orders and financial regulations;

e Monitors the effective development and operation of risk management and
corporate governance in the Council;
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e Reviews the annual statement of accounts. Specifically to consider
whether appropriate accounting policies have been followed and whether
there are concerns arising from the financial statements or from the audit
that need to be brought to the attention of the Council; and

e Monitors the Council’s Treasury Management policies.

The Standards Committee

e Receives reports from the Council’'s Monitoring Officer on issues
concerning member conduct and would consider reports referred from
Ethical Standards Officers or the Monitoring Officer which require
investigation and/or determination.

The Forward Plan Select Committee

e Enables pre-scrutiny of Executive decisions by non-executive members.

The Budget & Finance Overview & Scrutiny Committee

e Participates in the budget setting process by examining the robustness of
the budget; the ability to deliver savings; key revenue budget outputs and
decisions; and key capital budget outputs and decisions.

e [t also considers individual areas such as Adult Social Care, Waste
Strategy, Customer Contact and Revenues and Benefits.

Audit & Investigations

e Provide assurance to the Council on operational and financial controls via
delivery of an agreed audit plan;

e Produce an Annual Audit Report including the Head of Audit annual
opinion on the Council’s internal controls; and

e Where identified as a result of audit work, significant internal control
weaknesses have been reported to Service Directors and copied to the
relevant Service or Corporate Area Director. Recommendations for
improvement are made in each report. Each significant audit report is
followed up after a suitable period and any failure to implement
recommendations is noted and reported back to the relevant director and
the Audit Committee.

External Audit

e The Director of Finance & Corporate Services meets with the Council’s
external auditors on a regular basis and, if appropriate, they raise any
concerns they have regarding the internal control environment. These
meetings become more frequent during the closing of the accounts
process when any material weaknesses or issues are raised.
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4.3

5.1

We have been advised on the implications of the result of the review of the
effectiveness of the governance framework by Audit Committee and a plan to
address weaknesses and ensure continuous improvement of the system is in
place.

Significant Governance Issues

Set out below are a number of significant governance issues which have been
identified, together with a summary of the actions taken to date, or which are
being proposed for 2011/12 to deal with these.

We have included an indication as to the progress made against those issues
raised in the 2009/10 Annual Governance Statement.

The One Council programme has continued to progress during 2010/11
and robust governance arrangements are in place to manage this.
Delivery against this programme is fundamental to the financial health of
the Council and to the delivery of efficient and effective services to the
public. This remains the key area of focus for the Council going into
2011/12.

One of the key drivers of the One Council programme is the need to
achieve significant savings over the period 2010-2014. Following the
severe funding cuts made by central Government during the year, coupled
with additional demands on services, the Council needs to make savings
of £41.7million in 2011/12. £21million is expected to come from the One
Council programme, leaving the remainder to be found through other
means. Over the two year period ending September 2011, it is expected
that up to 700 posts will have been cut from the Council’s establishment
including more than 100 management posts. Whilst a proportion of the
overall reduction relates to the deletion of vacant posts, this represents a
challenge in respect of maintaining service delivery and appropriate spans
of control. Separate to staffing, the Council is also looking at all its
services to identify possible further areas for savings. Consultation with
residents and all other key stakeholders has been, and will continue to be
of significant importance during this period as well as ensuring that
equalities issues are fully considered and addressed.

In September 2010, the Council introduced a single accounting system
(Oracle) to replace a multitude of departmentally based systems. The
introduction of Oracle necessitated major changes in financial controls and
processes and significant changes in roles and responsibilities for finance
team across the council. This change, which took place midway through
the financial year, also coincided with the introduction in local government
of International Financial Reporting Standards (IFRS) which heralded
major changes in accounting standards and the presentation of financial
statements. The combination of these changes in one single year has
generally been smooth but has not been without its challenges and the
year end audit process will present risks in terms of the quality and timing
of work.
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Allied to this, the Council has been required to review it core accounting
procedures (e.g. bank reconciliations etc.) in order to support the
production of its financial statements on Oracle. It is clear that further
improvements need to be made to streamline these procedures and aid
the faster closing of the accounts

The Council has been progressing with the construction of the new civic
centre, which is expected to be in use by March 2013. As well as
significant financial benefits, there are also significant risks associated with
the project, given its scale both in capital terms and in respect of the
changes it will bring to ways of working and the rationalisation of the
Council’s property portfolio. However, as with the One Council
programme, there are robust governance arrangements in place to
manage this. The new building is expected to be the ‘greenest’ public
building in the UK, with a BRE Environmental Assessment Method
(BREEAM) ‘Outstanding’ rating. It is forecast to deliver net savings of
between £2.6m - £4.3m per year through reduced rental, running and
maintenance costs.

The Government’s decision to abolish the Building Schools for the Future
(BSF) programme during 2010/11 had a significant impact on the Council.
Four schools had been allocated a total of £80million under the
programme.

Moving forwards into 2011/12, Children & Families have identified a
potential of approximately 188 unplaced Reception pupils for September
2011. Actions are being determined to avoid the Council failing to meet its
statutory duty to ensure sufficiency of school places, but this represents a
key area of challenge.

The collapse of the Icelandic banks left the Council with two outstanding
deposits: one for £10m with Heritable Bank and one for £56m with Glitnir
Bank. The Council has been working with other local authorities, the Local
Government Association (LGA) and other organisations such as the
Chartered Institute of Public Finance and Accountancy (CIPFA), to recover
the two loans or to mitigate the effects of non-recovery. Members have
been updated on the position throughout, and the Treasury Management
Strategy and Annual Investment Strategy for 2010/11 reflected this. With
regards to recovery, the position has improved since the time of the
2009/10 Annual Governance Statement. £5.5 million has now been
recovered from Heritable Bank, plus 45% of the accepted interest. Itis
now expected that at least 80% of the original investment will be
recovered, and hence £2million has been written off in the 2010/11
accounts, although the position may improve. The position in respect of
Glitnir was resolved in November 2011 in favour of the Council and the
recovery of almost all of the investment is expected in early 2012.
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Environment & Neighbourhoods continue to recognise monitoring and
forecasting of income as a key risk, together with the actual level of
income received in key areas including parking, planning, land charges
and building control. Waste management costs have also been difficult to
forecast. This has been identified in previous years and work has been
progressing on developing more sophisticated models of the financial
performance in these areas. Further work is needed though in 2011/12,
both in respect of waste management and the parking account.

As in previous years, the service for children with disabilities and children’s
Social Care Placements within Children & Families reported a significant
budget overspend. Measures for resolving this continue to be worked
upon as part of the transformation review being undertaken within the One
Council programme. Expenditure relating to Special Education Needs
(SEN) Statements has also continued to increase, with a further
overspend of approximately £2.7million in 2010/11 in additional to the
cumulative overspend of £3.0m already being tackled. Measures to
address this will be actioned through consultation with the Schools Forum
during 2011/12.

Some concerns were raised in 2009/10 regarding the governance
arrangements across the schools. In addition to actions being taken by
Children & Families, a significant proportion of the 2010/11 Internal Audit
Plan was allocated to auditing the schools, including all foundation
schools. As part of this, a key issue was identified in respect of leasing
arrangements that had been entered into without the review and approval
of the Council’s Director of Finance. In nine schools, this has resulted in
significant issues from a value for money perspective. Joint action is now
being taken between Children & Families, Finance & Corporate Services,
and Legal & Procurement, partly to assist these nine schools, but also to
help ensure that such issues do not arise in future. Concerns were also
raised in respect of the salaries of a small number of Head teachers which
contravened Department for Education guidelines. This has been brought
to the attention of the Governing Bodies concerned.

Also connected to the schools, significant control failures were identified in
relation to the education capital portfolio, following the transfer of
responsibility from Children & Families to the newly formed Regeneration
& Major Works department. These have been largely rectified in-year and
there are now clear governance arrangements in place involving legal,
finance and procurement staff as appropriate. A protocol is being
developed which head teachers and chairs of governors will be required to
follow prior to any future capital works being submitted to the Council’s
Executive for approval. Connected to this, but on a Council wide level as
opposed to just the schools, a new Project Management Framework has
also been developed and will be rolled out in 2011/12, so as to help
ensure that construction works and other major projects are managed in
an effective and consistent manner across the Council going forwards.

Page 115 31



Audit Committee 22 Sept 2011 (amended) — Annual Governance Statement Appendix 1

Adult Social Care has had significant difficulties in managing its overall
budget in recent years, and this continued to be an issue in 2010/11. As
part of the One Council programme, significant transformation work has
been progressing in this area, with a view to both improving service
delivery, but also seeking to achieve savings and hence improve the
overspend position. Connected to this, various measures are being taken
to control overspending during the year, but this can conflict with the rising
number of clients who meet the Council’s eligibility criteria in respect of
being entitted to a care service. Measures to control discretionary
spending have been of limited effectiveness in the past. Budget
monitoring in this area is currently being reviewed and the transformation
programme will continue into 2011/12.

During the course of the year Brent Housing Partnership has been
purchasing homes for temporary accommodation under the settled homes
initiative backed by loans of more than £54m from the Council. Whilst the
scheme appears generally to be operating well, a number of problems
arose in respect of out-of-borough purchases which suggest that in this
specific area, internal controls, including financial controls, are not as
robust as required. Work is being undertaken to strengthen these controls
and ensure that no repetition can take place in the current or future years.

5.2  We propose over the coming year to take steps to address the above matters
to further enhance our governance arrangements. We are satisfied that these
steps will address the need for improvements that were identified in our
review of effectiveness and will monitor their implementation and operation as
part of our next annual review.

Councillor Ann John Gareth Daniel
Leader of the Council Chief Executive
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Agenda ltem 6

Audit Committee
15 December 2011

Report from the Director of Finance
and Corporate Services

For Information Wards Affected:

ALL

Audit Commission Progress Report 2010/11

1.1.

2.1.

3.1.

41.

5.1.

6.1.

Summary

The purpose of this report is to present the Audit Commission’s progress
report for 2010/11. Representatives of the Audit Commission will present the
report.

Recommendations

That the Audit Committee note the content of the progress report.

Detail

The progress report sets out progress against the Audit Commission’s
planned work for 2010/11 including the statutory audit of the council’s
accounts and provides a summary of national reports.

Financial Implications
None

Legal Implications
None

Diversity Implications

None
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7. Contact Officer Details

Simon Lane, Head of Audit & Investigations, Room 1, Town Hall Annexe.
Telephone — 020 8937 1260

Clive Heaphy
Director of Finance and Corporate Services
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December 2011 (as at 2 December 2011)
London Borough of Brent
Audit 2010/11
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The Audit Commission is a public corporation set up in

1983 to protect the public purse.

The Commission appoints auditors to councils, NHS
bodies (excluding NHS Foundation trusts), police
authorities and other local public services in England,
and oversees their work. The auditors we appoint are
either Audit Commission employees (our in-house
Audit Practice) or one of the private audit firms. Our
Audit Practice also audits NHS foundation trusts under

separate arrangements.
We also help public bodies manage the financial

challenges they face by providing authoritative,

unbiased, evidence-based analysis and advice.
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Audit progress

Audit plan 2010/11

1 The purpose of this progress report is to inform the Audit Committee of
progress against the 2010/11 audit plan, which is now complete with the
exception of our review of the Council's Whole of Government Accounts
(WGA) consolidation pack. We hope to certify the Council's pack by 15
December. However, at the time of writing, the Council has not provided this
pack for audit.

Forward plan for the audit

2 Appendix 3 sets out a draft forward plan and a schedule of reports | will
present to the Audit Committee over the course of the coming year and my
suggestions for items the Audit Committee should consider with regard to
the external audit of the Council.
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Recent Audit Commission reports

3 The Audit Commission publishes independent reports which highlight
risks and good practice to improve the quality of financial management in
local government and the health service and encourage continual
improvement in public. Some of the recent reports are summarised in
Appendix 2 and are also available on the Audit Commission website at:
http://www.audit-commission.gov.uk/Pages/default.aspx
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Contact details

4 If you would like further information on any items in this briefing, please
feel free to contact me or Paul Viljoen, your Audit Manager.

5 Alternatively, all Audit Commission reports - and a wealth of other
material - can be found on our website: www.audit-commission.gov.uk.

Andrea White
District Auditor

0844 798 5784

a-white@audit-commission.gov.uk

Paul Viljoen
Audit Manager

0844 798 2688

p-vilioen@audit-commission.gov.uk

Jonathan Ware
Team Leader

020 8937 1459

j-ware@audit-commission.gov.uk
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Appendix 1 External Audit Position Statement

Table 1: 2010/11 audit progress

Audit fee letter June 2010 Final Chief Executive
Opinion audit plan Feb 2011 Final Director of Finance
Interim audit Jun 2011 Final Director of Finance
memorandum (progress

report

Annual governance report Nov 2011 Final Director of Finance
Opinion on the financial Nov 2011 Final Director of Finance
statements

Value for money Nov 2011 Final Chief Executive and
conclusion Director of Finance
Annual audit letter Nov 2011 Final Chief Executive and

Director of Finance
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Appendix 2 Recent Audit Commission
Reports

Joining up health and social care - improving value for
money across the interface (1 December 2011)

'Joining Up Health and Social Care - Improving Value for Money Across the
Interface’ is the second in the Audit Commission's series of briefings looking
at adult social care.

At a time when the whole of the public sector must find significant savings,
the report says that integrated working across health and social care offers
opportunities for efficiencies and improvements to services. Without it, there
is a risk of duplication and ‘cost-shunting’ where savings made by one
organisation or sector create costs for others. And a lack of integrated
working means that people are less likely to receive the best care.

But the briefing also finds that the NHS and councils have made patchy
progress in improving this joint working across health and social care.

The briefing offers guidance to local partnerships, setting out a list of
questions to consider, and suggestions for interventions that might help.
Case studies show how some areas have embraced partnership working
and used local data and benchmarking to establish how and where to make
improvements.

NHS and social care partnerships can benchmark their performance against
others by using the tool that accompanies the briefing.

A copy of the Audit Commission's 'Joining Up Health and Social Care' report
can be found at http://www.audit-
commission.gov.uk/nationalstudies/localgov/Pages/joininguphealthandsocial

care.aspx

Tough times - councils' responses to a challenging
financial climate (17 November 2011)

'"Tough Times' is a new report looking at councils' responses to a
challenging financial climate. The report contains new Audit Commission
analysis of revenue account (RA) data provided by councils to the
Department for Communities and Local Government (DCLG). It also
summarises the findings of a survey of all local government auditors which
gathered their emerging views on the impact of falls in government support
and councils' responses as they prepared their plans for 2011/12.
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The report looks at the impact on councils of:
m areal terms reduction of £3.5 billion in government funding; and
m a£1.2 billion fall in local income from council tax and fees and charges.

The report recommends that councils use the Audit Commission's Value for
Money profiles to see how their council compares to the national picture set
out in this report, identify councils facing similar challenges, and learn from
others' approaches.

A copy of the Audit Commission's "Tough Times' report can be found at
http://www.audit-
commission.gov.uk/nationalstudies/localgov/Pages/toughtimes.aspx

Further communication with audited bodies on the
procurement of audit services (10 November 2011)

The Audit Commission wrote to all audited bodies on 3 August 2011 and 21
September 2011 on the procurement of audit services. On 10 November
2011, the Audit Commission wrote to audited bodies with a further update
on the progress of the procurement and next steps. A copy of the letter is
set out below.

10 November 2011
Dear Colleague
Update on the procurement of audit services

On 21 September, | wrote to update you on the progress of the current
procurement exercise to outsource the work of the Commission’s in-house
audit practice and to provide further details of the timetable.

We have now reached another significant milestone in the process, having
issued Invitations to Tender (ITT) for the principal bodies’ procurement to 13
potential providers.

We have published a copy of the ITT on our website. The bidders invited to
submit tenders are:

BDO LLP

DA Partnership Ltd

Deloitte LLP

Ernst & Young LLP

Grant Thornton (UK) LLP

consortium led by Haines Watts

KPMG LLP

Menzies LLP

consortium led by MHA Audit LLP
consortium led by Moore Stephens LLP
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m PKF (UK)LLP
m pwclLP
m  RSM Tenon Audit Ltd.

In accordance with the published timetable, potential suppliers have until 16
December to submit tenders.

The process has three key stages:

m making decisions about the award of contracts;
m determining the length of contracts; and
m appointing auditors to individual bodies.

The arrangements for each stage are set out below.
Award of contracts

The Audit Commission is running the procurement process, and all key
decisions relating to it are being taken by the Commission Board. The Board
has appointed a Procurement Panel, a sub-committee of the Board,
comprising Board members with a range of skills and experience of the
different sectors, to oversee the procurement in more detail, and to make
recommendations to the Board as to the award of contracts following the
evaluation. This Procurement Panel includes an independent member, Mike
More, the Chief Executive of Westminster City Council.

The outsourcing strategy is based on 10 contract lots covering local
government, NHS, police and other local public bodies — over 650 in total —
in different parts of the country. The bids for each lot will be assessed on the
qualitative and financial criteria set out in the ITT. Those are the only factors
that will determine a contract award.

As the Commission has determined that TUPE applies to the outsourcing
process, the majority of the Commission’s Audit Practice staff will transfer to
the successful bidders in each area at the end of October 2012.

Contract length

The decision whether to award contracts for three or five years is about
value for money, but is also linked to the government’s timetable for the
introduction of, and transition to, new local public audit arrangements, and
for the disbandment of the Commission. The government has indicated that
it wants to talk to the different sectors about the trade-off between the value
for money of awarding three or five year contracts and the benefits of the
proposed new public audit arrangements, once we have a better sense of
the difference that the outcome of the procurement makes to audit fees from
2012/13.

Auditor appointment

The Commission has a statutory duty to consult local government audited
bodies on the appointment of the auditor. We will also consult NHS bodies.
Consultation with all audited bodies on appointments from 2012/13 onwards
will take place after the contracts have been awarded. We have allocated
sufficient time within the process to allow for meaningful consultation.
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Where a body is currently audited by the Commission’s Audit Practice, we
will propose the winning firm in each contract area as the appointed auditor,
unless there are good reasons that prevent this. Our contract strategy
ensures the Commission will have the option of appointing a different firm to
an audited body should this be necessary.

Where a body is currently audited by a firm, we do not expect to have to
change the appointment from 2012/13. However, we must wait until the
procurement is completed before we can confirm the national picture on
auditor appointments.

We plan to set out early in the new year how we will go about the
consultation process and specify the grounds on which we will consider
representations from audited bodies about proposed auditor appointments,.
The new auditor appointments for 2012/13 will take effect from 1 September
2012. We are putting in arrangements to ensure a smooth handover to the
incoming auditor.

Next Steps

We will keep you updated on the progress of the procurement and the
associated developments. | will write to you again early in the new year,
setting out the process we propose to follow in consulting on 2012/13
auditor appointments. If you wish to clarify any of the points in this letter or
ask other questions about the content, please email: audit-
appointments@audit-commission.gov.uk or contact Marcine Waterman or
Andrew Davies on 0844 798 2447.

Yours sincerely

Eugene Sullivan
Chief Executive
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Protecting the public purse - fighting fraud against
local government (10 November 2011)

The Audit Commission's report 'Protecting the Public Purse 2011: Fighting
Fraud Against Local Government', describes what has happened since
2010 and sets out the findings from the Commission's recent fraud survey.
England's councils have succeeded in detecting £185 million worth of fraud,
an improvement of 37 per cent on last year's figure of £135 million. This is
equivalent to a year's funding for around 700 libraries or the wages of up to
11,000 care workers. Also, councils recovered nearly 1,800 homes from
tenancy fraudsters. To build those homes from new would have cost the
public purse over £265 million.

The Commission identifies emerging risks such as fraudulent student
council tax discount claims and fraud against social care payments to the
elderly and vulnerable. The Commission urges local councils and related
bodies to focus on and tackle them, and improve their counter-fraud
defences. An updated checklist is available that gives organisations another
opportunity to consider how effective they are at responding to the risk of
fraud. A copy of the checklist is attached below on page 11.

Also available is a single person discount comparator tool that allows local
authorities to compare their levels of council tax single person discount with
their predicted levels, based on a national average.

A copy of the Audit Commission's 'Protecting the Public Purse' report 2011
can be found at http://www.audit-
commission.gov.uk/localgov/nationalstudies/Pages/ppp2011 copy.aspx
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Fraud - checklist for those responsible for governance

Checklist
General Yes No
1 Do we have a zero-tolerance policy towards fraud? @ @
Comments

2 Do we have the right approach, and effective counter-fraud

strategies, policies and plans? Have we aligned our strategy with @
Fighting Fraud Locally?

Comments

3 Do we have dedicated counter-fraud staff? @ @

Comments

4 Do counter-fraud staff review all the work of our organisation? @ @

Comments

5 Do we receive regular reports on how well we are tackling fraud risks, @ @
carrying out plans and delivering outcomes?

Comments
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General Yes No

6 Have we assessed our management of counter-fraud work against @
good practice?

Comments

7 Do we raise awareness of fraud nisks?
a. With new staff (including agency staff)?
b. With existing staff?

c. With elected members?

OO0 O
O OO O

d. With our contractors?

Comments

8 Do we work well with national, regional and local networks and @
partnerships to ensure we know about current fraud risks and issues?

Comments

9 Do we work well with other organisations to ensure we effectively

share knowledge and data about fraud and fraudsters?

Comments
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General

10 Do we identify areas where our internal controls may not be
performing as well as intended? How quickly do we then take action?

Comments

11 Do we maximise the benefit of our participation in the Audit
Commission Mational Fraud Initiative and receive reports on the
matches investigated?

Comments

12 Do we have arrangements in place that encourage our staff to raise
their concerns about money laundering?

Comments

13 Do we have effective whistleblowing arrangements?

Comments

14 Do we have effective fidelity insurance arrangements?

Comments

Yes No

O O
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Fighting fraud with reduced resources

15 Have we reassessed our fraud risks since the change in the
financial climate?

Comments

16 Have we amended our counter-fraud action plan as a result?

Comments

17 Have we reallocated staff as a result?

Comments

Current risks and Issues

Housing tenancy

18 Do we take proper action to ensure that we only allocate social
housing to those who are eligible?

Comments

19 Do we ensure that social housing i1s occupied by those to whom
it is allocated?

Comments

Yes No

Yes No
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Current risks and Issues

20 Are we satisfied our procurement controls are working as intended? @ @

Comments

21 Hawve we reviewed our contract-letting procedures since the
investigations by the Office of Fair Trading into cartels and compared @ @
them with best practice?

Comments

22 Are we satisfied our recruitment procedures achieve the following?
a. Do they prevent us employing people working under false identities?
b. Do they confirm employment references sffectively?

¢. Do they ensure applicants are eligible to work in the UK?

d. Do they require agencies supplying us with staff to undertake the
checks that we require?

O 1O OO
O 10 O O

Comments
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Current risks and Issues

23 Where we are expanding the use of personal budgets for adult

social care, in particular direct payments, have we introduced proper @ @
safeguarding proportionate to risk and in line with recommended

good practice?

Comments

24 Have we updated our whistleblowing arrangements, for both staff
and citizens, so that they may raise concerns about the financial abuse @ @

of perscnal budgets?

Comments

25 Are we effectively controlling the discounts and allowances we give to @ @
council taxpayers?

Comments
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Current risks and Issues

®

®

®

®

O

O

O)
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Progress report Page 137

17



Appendix 3 Forward plan for Audit Committee

meetings

Table 2: Audit Committee forward plan

Committee date Audit Commission Audit Committee

December 2011 Progress report Progress/response to
Revised Annual recommendations
Governance Reports
Annual Audit Letter
February 2012 Progress report Progress/response to
Grants certification recommendations
report
Opinion audit plan for
201112
ISA compliance letter
June 2012 Progress report, Progress/response to
including report on the recommendations
2011/12 interim audit Response to fraud and
legality arrangements
letters
September 2012 Progress report Response to letter of

Annual Governance
Report

representation

Audit Commission

Progress report Page 138
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Agenda ltem 7

Audit Committee
15 December 2011

Report from the Director of Finance and
Corporate Services

Wards Affected:

For Action ALL

Report Title: Treasury 2011/12 Mid — Year Report

1. SUMMARY
1.1 This report updates members on recent treasury activity.
2. RECOMMENDATIONS

2.1 The Sub Committee is asked to comment on and to note the report, which is
also being sent to the Executive.

3 DETAIL

3.1 The CIPFA Code of Practice on Treasury Management (2009) requires that
treasury activities should be reported to Full Council at mid-year, as well as at
year-end. Activities are also reported to the Audit Committee on a quarterly
basis. CIPFA has very recently issued a revised Code of Practice that reflects
additional flexibility in the treasury management area given to local authorities
— the implications of this will be reported with the Treasury Strategy for
2012/13.

3.2 Financial markets have been turbulent during the period June — November,
with stock markets falling sharply. Concerns about the euro area, a potential
Greek debt default, worries about the USA debt ceiling, and slowing growth in
the developed markets have all undermined confidence. Investors have
sought safe financial havens, so that medium and longer term interest rates
have fallen in the favoured markets — USA, Germany, Switzerland and UK
being among the beneficiaries. More sinister has been the tightening in credit
markets as USA banks avoid lending to European banks perceived to be
vulnerable to Greek and other weaker European country debt. Increasingly,
both European and USA institutions have deposited money with their central
banks rather than lend it on the market (the ‘wholesale’ market), leading to
rising interest rates, some shortages and bank reliance on their central banks.
Although the situation is not yet as severe, there are worrying similarities to
the 2008 credit crunch, with Dexia bank requiring support from the French,
Dutch and Belgian authorities. Central banks have taken action to ease the
flow of credit to banks, but confidence remains fragile.
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3.3

3.4

3.5

3.5

3.6

3.7

3.8

In October, the credit rating agencies reduced the long term ratings below
acceptable values for a number of UK banks — Royal Bank of Scotland,
National Westminster, Lloyds, and Bank of Scotland — which led to these
banks being suspended from the List. This leaves only three banks on the
Brent Treasury Lending List — Barclays, HSBC and Santander UK.

Lending

In these circumstances, there have been no attempts to widen the existing
Brent Treasury Lending List. At present, only UK banks are included (as well
as government institutions, other local authorities and AAA rated money
market funds). When making deposits, maturity dates are kept short (one
month, though the one year option remains open), and available balances are
held in money market funds or, increasingly, the Debt Management Office.

As the Lending List is so constrained, consideration is being given to the use
of overseas banks (non-European) of suitable quality, provided that the
sovereign ratings are sufficient — the markets proposed are Australia, Canada
and USA. There would be a limit of 20% for each overseas market, to ensure
proper diversification. The number of money market funds in use, and the
amount to be deposited in each money market fund is also currently under
review, with a view to ensuring proper diversification.

Members will be aware that the contract for Aberdeen Asset Management to
manage an external treasury fund of £23m, mainly invested in certificates of
deposit (CDs, which usually have about one year duration), was terminated in
July 2011. An era of very low interest rates meant that there were limited
opportunities for the house to add much value. Further, the market turmoil led
to concerns that banks may find themselves in difficulty. Finally, the capital
programme involves major expenditure on such items as the Civic Centre and
Brent Housing Partnership — it is much cheaper at present to fund such items
from balances where possible rather than borrow at rates that are 4% above
short term rates.

The council made two deposits with Icelandic banks in 2008 — Heritable Bank
(£10m) and Gilitnir Bank (£5m). Heritable Bank was placed in administration,
with Ernst & Young acting as administrator. To date, the council has received
£6.5m, with £1.5m paid in 2011/12. Ernst & Young anticipate as their main
case that creditors will receive 86% - 90% of their deposit — this has risen
since 2009.

The local authority case that they be treated as preferred creditors for their
deposits with Glitnir Bank was successful at the District Court level in Iceland.
The Icelandic Supreme court has recently confirmed this view, so that it is
likely that the deposit will be repaid early in 2012. The council has worked with
the Local Government Association and other local authorities to fund action in
the Icelandic courts.

The list of current deposits as at 30™ November is attached as Appendix 1.

Note that increasing use is being made of the government’'s Debt
Management Office.
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3.9

3.10

3.11

3.12

3.13

Borrowing

The 2011/12 treasury management budget assumed that the council would
borrow long term around October 2011 to fund the capital programme.
Although it has become apparent that the capital programme has not
progressed as quickly as anticipated, the council borrowed £20m from the
Public Works Loans Board in September. The loan was at 2.34% for ten
years, with £2m to be repaid in equal instalments each year. It was felt that
rates were very low following the flight to safety to UK markets outlined above,
and that the loan would protect the council should the wholesale market
(lending between banks and financial institutions) become more difficult.

It is anticipated that the council will require additional long term loans (around
£30m) later in the financial year, depending on the progress of the capital
programme.

Changes to the Housing Revenue Account (HRA)

The Department for Communities and Local Government (DCLG) has
announced changes to the Housing Revenue Account to allow councils more
freedom in the management of their housing stock. From a treasury
management viewpoint, the changes have a number of aspects:-

a) The DCLG will repay around £200m of the council’s PWLB debt (currently
£509m in total), to reduce the HRA share of debt to the level calculated by
the DCLG self-financing model.

b) The overall impact of the changes is intended to be neutral for the general
fund.

c) In future, HRA debt will be accounted for separately from general fund
debt, leading to amended accounting arrangements.

d) The views of those managing the HRA will need to be taken into
consideration in future debt repayment / restructuring activity, as the HRA
Business Plan will include debt considerations.

Prudential Indicators

The Council has complied with its various Prudential Indicators, such as
interest rate exposure, maturity structure for fixed rate borrowing, and
authorised limit and operational boundary for external debt.

Budget implications

The treasury budget is likely to be underspent in 2011/12 as a result of lower
interest rates and borrowing later than planned.

FINANCIAL IMPLICATIONS

These are covered in the report.
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DIVERSITY IMPLICATIONS

The proposals in this report have been subject to screening and officers
believe that there are no diversity implications arising from it.

STAFFING IMPLICATIONS

None

LEGAL IMPLICATIONS

There are no legal implications arising from the report.

BACKGROUND

Annual Treasury Strategy — Report to Full Council (and the Audit Committee)
as part of the Budget Report — March 2011.

Persons wishing to discuss the above should contact the Exchequer and
Investment Section, Finance and Corporate Resources, on 020 8937 1472/74

at Brent Town Hall.

CLIVE HEAPHY

Director of Finance and

Corporate Services

1

Brent treasury lending list

MARTIN SPRIGGS

Head of Exchequer and Investment

APPENDIX 1

The current loans outstanding as at 30th November 2011 are:

Name Amount
£m
Global Treas. Fund (RBS) 7.5

Morgan Stanley cash reserve 1.3
Heritable bank 3.5
Glitnir 5.0
Northern Trust global fund 0.1
Thameside Borough 4.4
Santander UK 2.9
Santander UK 5.5

Total 30.2
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% Date
Var. Call
Var. Call

0.0 15.08.08
0.0 15.09.08
Var. Call

0.5 2511.11
0.28 25.11.11
0.27 30.11.11

Maturity
Date

14/11/08
12/12/08

19.12.11
19.12.11
02.12.11



Agenda Iltem 8

Audit Committee
15 December 2011

Report from the Director of Finance
and Corporate Services

For Information Wards Affected:
ALL

Internal Audit Plan for Brent Housing Partnership for
201112

1. Summary

1.1.  The purpose of this report is to advise the Audit Committee of the final Internal
Audit Plan for the Brent Housing Partnership (BHP) for 2011/12. The plan
was presented to the BHP Audit & Finance Sub-Committee in July 2011. The
Brent Housing Partnership is an Arms Length Management Organisation
which is limited by guarantee and wholly owned by the Council. Brent
Housing Partnership (BHP) is responsible for managing Council’'s housing
stock. All housing management functions having been delegated to it.

2. Recommendations

2.1. That the Audit Committee note the detail and content of the report in its role as
defined in the constitution: To consider the strategic and annual audit plans,
and consider the level of assurance these can give to the Council’s corporate
governance and risk management arrangements.

3. Detail

3.1. The Internal Audit Plan for BHP for 2011/12 comprises 152 days, of which
97days are allocated to Deloitte Touche Public Sector Internal Audit Limited,
and 55 days to the in-house team.

3.2. The report sets out the following:

¢ How the total number of plans days has been determined;

e How the plan has been formulated.
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4, Financial Implications

4.1. None

5. Legal Implications
5.1. None

6. Diversity Implications
6.1. None

7. Contact Officer Details

Simon Lane, Head of Audit & Investigations, Room 1, Town Hall Annexe.
Telephone — 020 8937 1260

Clive Heaphy
Director of Finance and Corporate Services
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Executive Summary

Introduction

Total Plan Days

Formulating the
Plan

This report sets out the Internal Audit Plan for the 2011/12 financial year. As per the previous four
financial years, the Plan will continue to be delivered through a partnership of the Council’s in-house
team and Deloitte & Touche Public Sector Internal Audit Ltd.

Within the report we cover the following:
e How the detailed Plan has been formulated; and
¢ How the Plan will be monitored for ongoing relevance during the course of the year.

The detailed Plan itself is set out at Appendix A. Within this we have provided an indication as to the
proposed coverage for each individual audit, although the Committee should note that these are
summary level scopes only, and will be discussed in greater detail with relevant officers prior to the
commencement of any work.

The Plan itself will be subject to change during the course of the year, so as to ensure its ongoing
relevance in light of any new or emerging risk areas, and any new developments / projects which may be
initiated. Any significant revisions will be reported on at scheduled Committee meetings.

The Plan is based on a total of 152 days.

A number of factors have been taken into account in formulating the Plan. These include the following:

¢ |Inclusion of any key systems judged to require completion on an annual basis in order to inform the
work of both BHP’s external auditors and the Council’s external auditors;

e Consideration of key risk areas across BHP, as determined through Internal Audit's own assessment
of risk, as well as liaison with the Director of Finance, the Financial Controller and the Financial
Operations Manager;

e Consideration of key projects and developments taking place across BHP and the Council to the
extent that it impacts on BHP; and

e Consideration of areas of known weakness, as determined through previous internal audit work.

Internal Audit met with BHP’s Finance Controller, the Finance Operations Manager to discuss some of
the specific projects within the plan.

2011/12 Internal Audit Plan — Brent Housing Partnership — March 2011
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Types of Work

Internal Audit comprises a range of specialist skills, the three key areas of coverage being the following:
e General risk based systems audit / compliance based audit;

e |T audit; and

e Contract audit.

A significant proportion of the Plan is allocated to risk based systems audits. However, some audit days
are allocated to IT audits and contract related audits.

IT audit work can take a variety of forms, although the main focus within the 201/12 Plan is on audits of
specific IT applications. It is important to note that, with the exception of a small number of applications,
BHP is linked into the Council’s IT infrastructure. Separate IT audit coverage is therefore not needed for
BHP in a number of areas since this is addressed through the IT Audit Plan in place for the Council as a
whole. Application audits were undertaken on the Accuserve and Dom Doc systems as part of BHP’s
2009/10 Internal Audit Plan. No IT audits were undertaken on any other BHP specific applications in
2010/11. The intention is for the Accuserve Stock Module to be reviewed in 2011/12.

Contract audit work also varies in form, although generally focuses either on the controls in place around
the management and administration of a construction based project; the tendering of projects / contracts;
or on the controls in place around the management of a contractual relationship. Additional contract audit
work was undertaken in 2009/10 and in 2010/11 on contract final accounts, as agreed by the Committee.
The intention is to undertake work in this area in 2011/12 as directed BHP.

One key point to note is that the work of Internal Audit is not limited only to systems of control that are
already in place and embedded. There is also a key role to play in assisting management to assess the
risks involved in new developments / new projects / new ways of working, helping them to determine an
adequate system of controls at the design and implementation stage, as opposed to highlighting
deficiencies at a later stage when it may be more difficult / costly to address weaknesses. We will
continue to liaise with officers throughout the year to identify any instances whereby it is appropriate for
Internal Audit to provide this type of assistance in 2011/12.

2011/12 Internal Audit Plan — Brent Housing Partnership — March 2011




Ensuring the It is crucial that the Plan is reviewed on a regular basis during the course of the year so as to ensure that
ongoing relevance it remains relevant in terms of the key risk areas and any new developments that take place across BHP.

of the Plan We will continue to liaise with the relevant officers during the course of the year so as to determine
whether any amendments are required, and will provide an update at scheduled Committee meetings
where any significant revisions occur.
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Appendix A — Detailed Plan

The Internal Audit Plan for 2011/12 is set out below. Where possible, we have included the proposed number of days against each
audit, together with a high level indication of the proposed coverage, the key contact For each audit we have included the proposed
number of days, a high level indication of the proposed coverage, the key contact, and an indication of the proposed timing where

this is known at this stage.

AUDIT

DAYS

PROPOSED COVERAGE

KEY CONTACT

Housing Repairs & Maintenance

12

Annual systems audit focussing on key
controls and any systems changes.
Inclusion on an annual basis is required
in order to inform the work of the
Council’s external auditors.

Gerry Doherty — Chief Executive

Housing Rents

Annual systems audit focussing on key
controls and any systems changes.
Inclusion on an annual basis is required
in order to inform the work of the
Council’s external auditors.

David Bishopp — Rent Accounting &
Performance Manager

Contract Audit

11

To focus on the controls in place around
the management of properties purchased
under the Settled Homes Initiative (SHI)
Scheme). Specific areas of focus are
likely to include financial control;
selection of contractors and letting of the
contract; appointment of consultants;
tender receipt and evaluation;
bonds/insurance; contract variations and
provisional sums; valuations and
estimations of final cost; liquidated
damages; defect liability  period;
contractual claims; CDM regulations; and
progress monitoring.

Gerry Doherty — Chief Executive

Gas Servicing

12

To focus on controls around the

Gerry Doherty — Chief Executive
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AUDIT

DAYS

PROPOSED COVERAGE

KEY CONTACT

identification of properties to be visited;
monitoring of completion of visits; follow-
up of properties where entry was denied;
variations to works and the monitoring of
completion of variations; valuation and
payments; monitoring of contractor
performance & performance monitoring
and reporting.

Leasehold Management & Service
Charges

12

To focus on controls around the
management of leasehold properties and
service charges. Specifically the
calculation of annual service charges &
major works; consultation process for
major  works; management  fees;
timeliness of biling of leaseholders;
payment options; receipts from
leaseholders; income collection and debt
recovery; complaints & arbitration;
performance management.

Dawn Martin — Leasehold Services &
Income Manager

Treasury Management &
Investments

To focus on controls in place with
regards to the treasury management and
investments functions.

lan Warner — Interim Director of
Finance

IT AccuServe (Stock Module)

IT Application Audit on the new stock
module on Accuserve.

Rick Pinnock — Repairs & Voids
Manager

Governance & Risk Management

10

To focus on controls in place around
governance and risk management
arrangements at BHP.

Linda Footer — Head of Governance &
Communication -

Conflicts of Interests & Gifts and
Hospitality (Members & Officers)

12

To focus on controls in place for ensuring
that Board members avoid conflicts of

Linda Footer — Head of Governance &
Communication/ Sejal Karia — HR
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AUDIT

DAYS

PROPOSED COVERAGE

KEY CONTACT

interests in their roles and
responsibilities. Also to review of
implications of the Bribery Act on the
organisation.

Manager

Internal Financial Controls

10

Annual audit focussing on key financial
controls operating within BHP.

lan Warner — Interim Director of
Finance

Settled Homes Initiative

17

To focus on controls in respect of
administering Settled Homes Initiatives
(SHI) and also to follow up the extent to
which the recommendations arising from
the Council’s review have since been
implemented. It should be noted that this
work will focus on the process up to hand
over to the New Homes team and will not
include the process operated by the New
Homes team for letting the properties.

This work has been added to the plan as
requested by the Council following the
issue identified in respect of out of
borough properties acquired under SHI.

Andros Loizou — Senior Project
Manager

Repairs & Voids

10

Systems Audit focussing on the
requisition of materials; receipting of
orders; stock store; dispensing of
materials; accounting for usage; stock
checks; and Stock Valuations.

Gerry Doherty — Chief Executive

Consultation, Communication,
Reporting and Follow-Up

20

To cover attendance by Internal Audit
management at Audit & Finance Sub-
Committee meetings and the production
of progress reports for these. In addition,
to cover managements’ non-audit
specific liaison and communication with
officers during the course of the year, for
example ongoing liaison regarding any

N/A
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AUDIT

DAYS

PROPOSED COVERAGE

KEY CONTACT

necessary revisions to the Plan and
communication of key issues arising from
completed internal audit work.

In addition, completion of follow-up work
on all recommendations raised and
agreed as part of the 2008/09 BHP
Internal Audit Plan, where the same
audits are not being undertaken again as
part of the 2009/10 Plan. Also, to follow-
up on any further actions raised as part
of the 2008/09 follow-up work as being
necessary to fully implement
recommendations from 2007/08 internal
audits.

TOTAL

152

2011/12 Internal Audit Plan — Brent Housing Partnership — March 2011
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Appendix B — Audit Team and Contact Details

London Borough of Brent
Simon Lane — Head of Audit & Investigations

Aina Uduehi — Audit Manager

Deloitte & Touche Public Sector Internal Audit Limited

Mark Towler — General Manager
Phil Lawson —  Senior Audit Manager
Shahab Hussein — Senior Computer Audit Manager

Contact Details

i simon.lane@brent.gov.uk
020 8937 1260
Nl aina.uduehi@brent.gov.uk
020 8937 1495

Contact Details

S phil.lawson@brent.gov.uk
020 8937 1493
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Agenda ltem 9

Audit Committee
15 December 2011

Report from the Director of Finance
and Corporate Services

For Information

Wards Affected:
ALL

2" Internal Audit Progress Report 2011/12

1.1.

3.2.

3.3.

Summary

This report sets out a summary of the work of Internal Audit for the period from 1°
April 2011 to 30" November 2011. The attached report provides further details of
this together with the assurance ratings and priority 1 recommendations for limited
and nil assurance reports together with management responses for those audits
for which final reports have been issued since August 2011.

Recommendations

That the Audit Committee notes the progress made in achieving the 2011/12
Internal Audit Plan.

Detail

The Internal Audit Plan for 2011/12 comprises 1,200 days, of which 905 are
allocated to Deloitte Touche Public Sector Internal Audit Limited, and 295 to the in-
house team.

At the end of November 2011, a total of 615 days had been delivered against the
overall Plan, made up of 470 Deloitte PSIA days and 145 in-house days. This
represents 51% of the Plan and is a slight improvement on the previous year when
47% of the plan had been achieved at the same stage in 2010..

In terms of the profile for 2011/12 for specific audits, the majority have been
progressed as planned. As explained in previous years, the days are not planned
to be delivered in an even twelve month split. One reason is that there is a
requirement for financial systems to be audited towards the end of the year, in
order that sample testing covers a significant proportion of the accounting period.
In addition, given that the Plan has been aligned to many of the developments
taking place as part of the One Council programme, a further key factor in the
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3.4.

41.

5.1.

6.1.

timing of work is the status of implementation of each of these developments.

The plan is kept under continuous review in order to determine whether changes
are required in certain areas. If audit requirements change, alternative projects are
identified. A number of planned audits have had to be taken off the plan due to
delays in the implementation of the projects to which they relate. Examples include
the planned review of libraries which is now unlikely to take place due to delays in
the closure of some libraries. Other audits deferred to 2012/13 include:
Transformation of Support Functions in Environment & Neighbourhoods;
Partnership Working with external housing bodies; and Partnership Working with
the NHS. Some alternative projects have been identified to replace these audits
and some days are being used to support unplanned work within BHP linked to the
Settled Homes Initiative issues identified as part of the Annual Governance
Statement.

Financial Implications
None

Legal Implications
None

Diversity Implications

None

Background Papers

. REPORT FROM THE DIRECTOR OF FINANCE — INTERNAL AUDIT PLAN FOR

2011/12, Audit Committee 25" June 2011.

Contact Officer Details

Simon Lane, Head of Audit & Investigations, Room 1, Town Hall Annexe.
Telephone — 020 8937 1260

Clive Heaphy
Director of Finance and Corporate Services
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Executive Summary

Introduction

Summary of
progress against
the Plan

This report sets out a summary of the work completed against the 2011/12 Internal Audit Plan for the
financial year to date. The report provides a summary of the main findings from each audit together with
the assurance ratings for each one. Please note that this summary and assurance rating is only reported
on once the individual audit reports have been finalised. The report also indicates audits at draft report
and fieldwork stage.

The overall Internal Audit Plan for 2011/12 comprises 1,200 days, of which 905 were allocated to
Deloitte & Touche Public Sector Internal Audit Limited (Deloitte PSIA), and 295 to the in-house team.

As at the end of November, a total of 615 days have been delivered against the overall Plan, made up of
470 Deloitte PSIA days and 145 in-house days. This represents 51% of the Plan and is an improvement
on the previous year when 47% of the plan had been achieved at the same stage in 2010.

Where it was possible to profile a commencement date for audit work in the first part of the year, the
majority of these have progressed as planned. As explained in previous years, the days are not planned
to be delivered in an even twelve month split. One reason is that there is a requirement for financial
systems to be audited towards the end of the year, in order for sample testing to cover a significant
proportion of the accounting period and hence to satisfy the Audit Commission’s assurance needs. In
addition, given that the Plan has been aligned to many of the developments taking place as part of the
One Council programme, a further key factor in the timing of work is the status of implementation of each
of these developments.

The plan is kept under continuous review in order to determine whether changes will be required in
certain areas, on the basis that internal audit work will not be considered relevant in respect of certain
projects due to the implementation status. Where this is the case, alternative areas are identified in
which to undertake work, so as to ensure that the total planned days are delivered by year-end.

A number of planned audits have had to be taken off the plan due to delays in the implementation of the
projects to which they relate. Examples of these include the planned review of libraries which is now
unlikely to take place due to delays in the planned closure of some libraries. Another audit which has
had to be taken off the plan is of the Transformation of support functions for Environment and
Neighbourhood as the Service. This was due to the restructure in the summer 2011 and re-design of the
support function. In addition, two other planned audits relating to partnership working with external
housing bodies and partnership working with NHS will be deferred into 2012/13 plan. Some other
potential projects have been identified to replace these audits and others are in the process of being
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Summary of Work
Undertaken

identified. There has also been an increase in the number of days allocated to work to be carried out at
BHP in relation to the Settled Homes Initiative, following governance concerns highlighted in the Annual
Governance Statement.

A number of systems audits have been completed and are in progress across the Council. In addition,
work has been undertaken in relation to the new Project Management Framework being developed and
implemented by Regeneration and Major Projects. The work involved an initial assessment of the
adequacy of the controls making up the new Framework, and was completed by one of Deloitte’s
specialist contract auditors, taking account of their construction industry knowledge and experience of
good practice across the public sector.

Computer audit work is also progressing, and since the last committee a number of audits have been
undertaken including Bankline Application, IDEAR Pupil Management, and IT Governance.

The final key area of work is in relation to schools, which forms a significant part of the annual coverage.
22 primary schools were included in the 2011/12 plan. The majority of these have been visited by the
end of November 2011 and whilst some of these have now been finalised, the rest are either in draft
stage or waiting for additional information from the Schools.

As was the case in 2010/11 and also reported previously in the last meeting, there are common areas of
weakness identified across several of the schools. Primarily these relate to compliance with the Financial
Regulations for Schools around high value procurement and leasing arrangements and compliance with
the national School Teachers Pay and Conditions Document 2010 (STPCD). The Head of Audit &
Investigations requested that the Human Resources Team within Children and Families provide detailed
guidance to schools on this and this has now occurred. Internal Audit will continue to assess this area as
part of the Internal Audit programme.

As previously reported, the Secretary of State withdrew the Financial Management Standard in Schools
(FMSIiS) in November 2010. The Schools Financial Value Standard (SFVS) has now been published by
the Department for Education and it is now available to schools to operate from the Autumn term 2011.
Maintained schools will be required to conduct a self assessment against SFVS and submit the return to
the Council once a year. Whilst SFVS does not require external validation, as was the case for FMSIS,
the Internal Audit programme has been revised to include the key elements of SFVS and this will be
covered when the School is visited as part of cyclical Internal Audit programme (every 3 years for
primary schools and 2 years for secondary schools).

Internal Audit Progress Report 2011/12 — London Borough of Brent — December 2011 2
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Summary of
Assurance
Opinions and
Direction of Travel

An audit has also been completed in relation to Project Governance and Contract Variations for Curzon
Crescent Children’s Centre’s refurbishment works. A number of weaknesses were identified as a result
of this work and, in addition to issuing a lessons learnt report for this specific project, a briefing paper
was issued to the Director of Children and Families so that the lessons can be shared across the other
children’s centres and schools within Brent.

Assurance Opinions

Substantial Limited
2008/09 - 78% (21) 22% (6) -
2009/10 - 61% (25) 39% (16) -
2010/11 - 67% (37) 31% (17) 2%(1)
2011/12 - 67% (10) 27%(4) 6% (1)

Direction of Travel

—> > —
2008/09 8 1 -
2009/10 6 9 -
2010/11 5 5} -
201112 1 1 -

Overall, for the work finalised for 2011/12 to date, the spread of assurance opinions is similar to the last
year. However, the spread is likely to change when further reports are finalised.

It should be noted that the above figures do not include Brent Housing Partnership (BHP) reports, which
are reported on separately to the BHP Audit & Finance Sub-Committee.
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Follow-Up of As part of our rolling programme, all recommendations are being followed-up with management, as and
Previously Raised when the deadlines for implementation pass. This work is of high importance given that the Council’s risk
Recommendations exposure remains unchanged if management fail to implement the recommendations raised in respect of

areas of control weakness. A key element of the Audit Committee’s role is to monitor the extent to which

recommendations are implemented as agreed and within a reasonable timescale, with particular focus
applied to any priority 1 recommendations.

Not Chart Title No Longer

Applicable
0%

Implemented
8%

Partly
Implemented
19%

With regards to the followed-up recommendations reported on since the last meeting of the Committee,
the chart above illustrates the status of implementation. The detail behind this is presented on page 26.
In total, 92% of the recommendations were found to have either been implemented or partly
implemented, with 8% having not been progressed, i.e. no actions had yet been taken to implement the
previously agreed recommendations. Of the priority 1 recommendations, 86% had either been
implemented or partly implemented, with no actions taken for the remaining 14%. As such, this
represents an improvement in comparison to previous periods.

Internal Audit Progress Report 2011/12 — London Borough of Brent — December 2011 4
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Customer
Satisfaction

Internal Audit are now monitoring the extent to which management informs that recommendations
haven't yet been implemented due to issues with resource levels. It is recognised that this may be a
limiting factor in certain areas. However, it is important that both management and the Committee have
an awareness of any such recommendations, and, specifically, the risks surrounding the weaknesses to
which they relate. In certain instances, if the risk exposure is high, a decision may need to be made as to
how this can be addressed given the resources available. Since the last committee there have been no
such recommendations to report.

In all cases, if recommendations are found to have not been implemented, internal audit will raise further
actions as being necessary and management are required to assign a new deadline and responsible
officer to each of these.

Satisfaction Ratings 1=Poor, 5= Excellent

Year Average Overall Rating

2008/09 4.4
2009/10 4.1
201011 4.7
201112 4.4

Four completed satisfaction questionnaire have been received so far during the year. This, together with
the in-house monitoring of progress and the review of work completed, is a key way in which the
performance of Deloitte PSIA is monitored.

Internal Audit Progress Report 2011/12 — London Borough of Brent — December 2011 5
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Detailed summary of work undertaken
This section sets out the summary of internal audits completed during the 2011/12 financial year to date.

Assurance Opinions
There are four assurance levels as follows:

Eull There is a sound system of internal control designed to achieve the client’s objectives.
O Q The control processes tested are being consistently applied.

While there is a basically sound system of internal control, there are weaknesses, which put some of
the client’s objectives at risk.

There is evidence that the level of non-compliance with some of the control processes may put some of
the client’s objectives at risk.

O Substantial

Weaknesses in the system of internal controls are such as to put the client’s objectives at risk.

Limited
O The level of non-compliance puts the client’s objectives at risk.
Control processes are generally weak leaving the processes/systems open to significant error or
abuse.
None - , : ,
‘ Significant non-compliance with basic control processes leaves the processes/systems open to error or
abuse.

The assurance gradings provided above are not comparable with the International Standard on Assurance Engagements (ISAE
3000) issued by the International Audit and Assurance Standards Board and as such the grading of ‘Full Assurance’ does not imply
that there are no risks to the stated objectives.

Direction of Travel

The Direction of Travel assessment provides a comparison between the current assurance opinion and that of any previous internal
audit for which the scope and objectives of the work were the same.

=> Improved since the last audit visit. Position of the arrow indicates previous status.
<— Deteriorated since the last audit visit. Position of the arrow indicates previous status.
<~ Unchanged since the last audit report.

No arrow Not previously visited by Internal Audit.

Internal Audit Progress Report 2011/12 — London Borough of Brent — December 2011 6




G9| obed

Recommendation Priorities

In order to assist management recommendations are categorised according to their level of priority as follows:

Priority 1 Maijor issues for the attention of senior management and the audit committee.
Priority 2 Important issues to be addressed by management in their areas of responsibility.
Priority 3 Minor issues resolved on site with local management.

Internal Audit Progress Report 2011/12 — London Borough of Brent — December 2011 7
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SUBSTANTIAL / FULL ASSURANCE REPORTS

Only the assurance opinion and direction of travel is being reported on for those audits for which Substantial or Full Assurance was
given. The Committee’s focus is directed to those audits which received a Limited Assurance opinion.

2011/12 Audits

Status as at 30 November 2011

Assurance Opinion and Direction of Travel

Ward Working Grant Final Report
Software Licensing Final Report
Exchange and E-mail Archiving Final Report
Bankline Application Final Report

Member’s Allowances and Expenses | Final Report

Conflicts of Interest & Gifts & Final Report
Hospitality (Members)

Internal Audit Progress Report 2011/12 — London Borough of Brent — December 2011
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Status as at 30 November 2011 Assurance Opinion and Direction of Travel

SCHOOLS

Lyon Park Final Report
The Kilburn Park Final Report
Uxendon Manor Final Report
St Mary’s RC Final Report
BHP

Gas Servicing and Fire Equipment Final Report

Internal Audit Progress Report 2011/12 — London Borough of Brent — December 2011 9
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LIMITED/NIL ASSURANCE REPORTS - General Audits including Computer Audits

For all Limited/Nil Assurance reports, a brief rationale is included together with details of any priority 1 recommendations raised,
including the agreed actions to be taken and deadlines for implementation. These are the key audits and recommendations which
the Committee should be focusing on from a risk perspective. The only exception is for any BHP reports, for which the details have
been reported separately to the BHP Audit & Finance Sub-Committee.

2011/12 Audits (finalised since the September 2011 meeting)

Frameworki Finance | The key weaknesses related to Suspension Cases and Segregation of duties within the

Module Frameworki system.

(2011/12) The absence of an arrow indicates that although the post implementation review was
undertaken in 2009/10, no comparisons were made as the focus of the post

implementation work was different from this work.

Priority 1 Recommendations Management Response / Responsibility/ Deadline for

Implementation

The suspension of payments calculation in Frameworki | ITU were not made aware of the above issue with regards to
should be changed to meet user requirements and prevent | payment suspensions. Ken Wilson Team Manager — Client
overpayments to Service Users when a suspension is lifted. | Finances, issued the following:

“As far as | am aware suspensions are now working correctly and do
not repay the period suspended when suspension ends. If care
managers end suspensions they may sometimes need guidance on
entering relevant end dates. For example we have a case where a
care manager suspended rather than ended a case as DP may or
may not restart several months later. In such a case it is crucial the
end date is entered as soon as the suspension is lifted to prevent an
overpayment.”

Adult Social Care - Central Finance Team
Immediate

Internal Audit Progress Report 2011/12 — London Borough of Brent — December 2011 10




691 abed

Priority 1 Recommendations Management
Implementation

The ability to act for others should be restricted and only
applied when it is required to cover a role for a short period
of time. Users should not be allowed to approve their own

Response |/ Responsibility/ Deadline for

Management respond seriously to the concerns of this report and
will review the process.

Director of Adult Social Services

work. Furthermore, a regular review of user access 5" December 2011

restrictions should be made to identify exceptions.

Project and

Programme project management methodology, project and programme monitoring, and post
Management implementation review.
(2011/12) The absence of an arrow indicates that there was no recent or previous internal audit

undertaken in this area to provide a comparison.

Overall, a number of weaknesses were identified in respect of the compliance with IT

Priority 1 Recommendations

Procedures and processes should be developed to ensure that good
project management methodology and practice is followed. For example:

Approval of the Objectives and Critical Success Factors is performed by
the Corporate Programme Board (One Council Programme Board) or
an equivalent of a steering group;

Regular formal Project and Programme Board meetings are held and
details from the meetings formerly recorded;

Project Plans are adequately completed that provides details and
breakdown of the various tasks, timelines, review stages, begin and end
of project timeline with regular review, monitoring and update of the
plan and the plan version controlled,;

The Programme Plan is regularly updated and monitored by the
Corporate Programme Board or an equivalent of a steering group;
Project stage sign offs are obtained;

Formal approval of the budget is obtained with regular monitoring and

Management Response /| Deadline for
Implementation

ITU Project Managers are expected to comply with
Prince 2 standards, processes and procedures.

The ITU Programme Manager will monitor and review
that these standards are maintained through the 1-2-1
process.

ICT Programme Manager
Immediate and ongoing
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Priority 1 Recommendations Management

Implementation
update of the budget performed and reported to the Project Board;

e Regular (RAG) status update reports are produced and distributed to
the Project Board, senior management, key stakeholders and steering
groups;

Client satisfaction surveys are carried out;

e A lessons learnt exercise is conducted and post project reviews are
conducted with any good or bad practices noted for future projects; and

e Project sign offs are obtained from the sponsor.

Response

/

Deadline

for

Internal Audit Progress Report 2011/12 — London Borough of Brent — December 2011
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LIMITED ASSURANCE REPORTS - School Audits

Given that a common set of key weaknesses have been identified across schools (as outlined in the Executive Summary), we have
therefore not listed all agreed priority 1 recommendations in this section.

John Keble (2011/12) Three priority 1, seven priority 2, and one priority 3 recommendations were raised as
a result of this audit. All priority one recommendations were agreed by the School.

audit. All of the recommendations were agreed for implementation by the School.

Mitchell Brook (2011/12) Sixteen priority 1 and 16 priority 2 recommendations were raised as a result of this Q
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NIL ASSURANCE REPORTS - Schools

Curzon Crescent
Children’s Centre
(2011/12)

22 priority 1 and 16 priority 2 recommendations were raised as a result of this audit.
All of the recommendations were accepted for implementation by management.
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NON-ASSURANCE WORK

This section summarises other work undertaken during 2011/12 for which an assurance opinion was not applicable.

Lessons Learnt
- Curzon
Crescent
Nursery and
Children’s
Centre Project
Governance
and Contract
Variations

Purpose of audit work - This work was added to the Plan on the basis of a request from the current Head of
the Centre. It was undertaken as a fact finding exercise in relation to concerns raised by the Head of Centre
around the final account values in respect of Phase 1 and Phase 2 of the project, as completed during 2010.
The purpose being to seek to establish lessons to be learned for use during Phase 3.

Background - The Specification for the “Refurbishment Works to existing Nursery and Children’s Centre”
project at Curzon Crescent, Willesden, London NW10 9SD, dated June 2010 noted that, “The works comprise
internal alterations and refurbishment of the existing space to provide revised reception and office facilities,
revised classroom layout and new accessible toilet facilities. Works include demolition and alteration works,
new partitions and doors, new finishes, new sanitary fittings, revisions to plumbing, mechanical and electrical
installations, new joinery fittings and redecoration works”. It further noted that, “Repairs to roof, windows and
external elevations may be carried out by others under a separate contract concurrent with the internal works
contract”.

The original estimated total construction cost at feasibility stage was £203,000. The initial contract sum was for
£219,795. The anticipated final account in respect of Phase 1 and 2 is £315,446, an over spend of £112,446, or
55% of the contract sum.

Key Findings - A new Head has been appointed to the Centre and has noted the number and value of contract
variations incurred on Phases 1 and 2. Phase 3 is due to start with an anticipated cost of £82,446.

The key findings were:

¢ Internal Audit were unable to fully undertake the work due to restricted access to records and information. In
particular, the Centre was informed by the architect that, “Your auditors appear to be requesting a lot of
detailed information, particularly from Appleyards DWB. | trust that the short answers we have provided will
be sufficient. You will appreciate that this is not part of our normal service. Whilst we have been happy to
assist with this exercise to date, we propose a time charge fee for any additional work that we are requested
to carry out in connection with their enquiries. For your information my time is currently charged out at £75
per hour plus VAT”. The cost consultant also stated, “Further to the recent requests for information in
respect of the audit that is being carried out on the Phase 1 contract, | confirm that we would be pleased to
assist. As we have completed all the Quantity Surveying/ Cost Consultant services covered in our original
appointment, | propose that the time we spend in responding to the Auditor’s requests for information is re-
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numerated on a time-charge basis. The responses are going to require both Chweechen Lim’s and my input
therefore the hourly would be £85.00 plus Value Added Tax. | trust that this proposal is acceptable to you,
however, if you have any queries, please do not hesitate to contact me. | attach a copy of the email to Paul
Church dated 12 May 2010 that defines the original scope of our appointment, for you information”.

There is evidence within some of the Minutes to suggest that the Governing Body may have allowed its
concerns about claw back of the Centre’s budget to drive its decisions and bring a large scale scheme to
site in what may have been too short a timescale.

There is no formal Capital Prioritisation plan, analysing proposed projects against the Centre’s strategic
priorities and ranking them. This may have allowed what is now considered by the present Head of Centre
and some members of staff to be a project of lesser benefit to the Centre, to go ahead at the expense of
greater priority ones.

There was no project management framework in place. Change control procedures were therefore lacking.

The project grew in complexity as it progressed to site and it is unclear as to what the Governing Body
actually approved and envisaged that it was going to get.

The Governing Body have not been provided with all of the information it needed, and it failed to provide
sufficiently robust scrutiny and challenge to the project despite two of its members being closely involved
with it.
Different project options were not produced or considered, and no cost/benefit analysis of these therefore
exists.

The growth in the project was not checked by any increasingly accurate cost/benefit analysis taken at
appropriate gateway review points. Indeed, the project was already overspent by £30K against its budget
allocation when areas 1 and 2 were committed to site.

A properly defined and constituted user group was not set-up. A working party was created and we believe
a schematic diagram was made available to staff with a ‘suggestions box’. As such, this ultimately led to
contract variations even being instructed as late as, and as a result of, undertaking ‘snagging’ walk rounds.
This led to further cost overruns and the undoing of a ‘value engineering’ exercise that in itself had failed to
bring the project back within budget in the first place.

The tender exercise was not transparent and open advertisement was not used. This represents a breach
of the Council’s Standing Orders.

Audit were not provided with evidence of checking the technical and financial capabilities and capacities of
those selected to tender.

The consultants were not appointed via competitive fee proposal or market testing. Again, this is in breach
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of the Council’s Standing Orders.

e The normal clauses inserted into contracts to allow Internal Audit access to those records and documents it
needs to undertake its work were not inserted into the terms and conditions of the consultants’
appointments.

e |owest priced tendering was selected as the procurement strategy as opposed to Most Economically
Advantageous Tender (MEAT). This is contrary to general advice and guidance from Constructing
Excellence?.

¢ Domestic sub-contractors were not identified.
e Contingency sums were held within the contract sum and not the project budget.

e Contract variations were issued on a monthly basis, were not priced and did not state the effect on the
contract sum. Subsequent verification of pricing is not possible as ‘inclusive’ prices were accepted in the
tender submission priced activity schedules and breakdowns have not been available to us. There is no
evidence of breakdowns having been requested by the cost consultant on the Centre’s project file.

e Accurate estimates of final cost could not be produced because the value of variations had not been
established and agreed with the contractor. However, they indicated early enough in the process that this
phase of the contract (Areas 1 and 2) was going to overspend. The estimates of final cost did not appear to
engender action by the project team to curb the predicted overspending, and budgetary control failed to call
a further halt to progressing with Phase 3. There appears to have been scant regard to project cost control
and budgetary control. Indeed, in the knowledge (or what should have been knowledge) that Areas 1 and 2
were already overspending the project budget allocation, it raises a question as to whether it was fully
justified for any contract variations other than those of a health and safety or structural nature to be
instructed at all.

¢ |tis unclear whether the budget effect of going ahead with Phase 3 is fully understood yet.

e The employer may not have been fully protected from any delay caused by the contractor due to certificates
of non-completion not being issued in accordance with the contract conditions.

¢ |Internal Audit are unable to say, with certainty, at this point that the Centre has received its Contractor's
Design Portion (as built drawings — these are the drawings of what has actually been built as opposed to the
architects initial tender drawings); its general as built drawings in respect of the architect designed works; its
M&E as built drawings; all of its test and commission certificates in respect of the testing and commissioning
of the mechanical and electrical installed items; operating and maintenance instructions in respect of the
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I http://www.constructingexcellence.org.uk/aboutus/
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installed mechanical and electrical items; and warranties and guaranties in respect of all installed
architectural, mechanical and electrical items.
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Project
Management
Framework

The Project Management Initiative is a silver project within the One Council Improvement and Efficiency Action
Plan 2010-14. This new approach to delivering major projects is expected to create significant benefits and
efficiencies in the way the Council delivers local services, and works with its partners. These include the ability
to deliver Major Projects on time and to budget with openness and transparency, through the implementation of
sound project and programme management standards. It will also lead to more informed decision making with
staff empowered to make decisions at the right level, thereby releasing senior managers to focus on strategy
rather than operations.

Governance arrangements have been established to ensure projects and programmes remain aligned to
corporate objectives.

The key elements of the initiative are as follows:
e A Capital Portfolio Office (CPO) to support the delivery of Major Projects;

o Project, programme and portfolio standards that are based on those developed by the One Council
Programme Management Office, but go further and take into account the complexity and nature of Major
Capital projects;

o Project and programme management capability developed across the organisation;

o Governance arrangements with clear and defined responsibilities for everyone involved in projects and
programmes; and

e A gateway review process that ensures programmes and projects remain aligned to the Corporate and
Regeneration strategies.
(Source: LB Brent Project Management Initiative Overview February 2011)

Purpose of audit work - To assist management to determine any revisions potentially needed at this stage, as
opposed to waiting until the framework has been fully embedded. Internal Audit have drawn upon examples of
good practice in other organisations, as appropriate. It should be noted that an assurance opinion has not been
provided in respect of the adequacy of controls, as the focus was only on undertaking a reasonableness
assessment. Further work will be considered in the future, primarily in respect of the extent to which the
implemented framework is being complied with and is operating effectively for a sample of projects.

Summary of Findings - Overall, on the basis of the documentation provided and the discussions held, the
Framework appears to be relatively comprehensive, with key expected elements covered. Three
recommendations have been raised in respect of further elements which will help to ensure the robustness of
the arrangements.

The recommendations relate to the following:
e The identification of a ‘Benefits Manager’ post, or recognition of an associated risk if this cannot be
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resourced;

e The revision of the Risk Log Guidelines to take account of the time required to implement mitigating actions,
rather than just the potential timeframe of risks occurring; and

e Expanding the process for reporting on forecast costs, to take account of all anticipated final costs, rather
than simply those picked up through the change control mechanism.

There is also a need to ensure that the Framework and all associated documentation can be readily accessed
by all officers and stakeholders as required. However, we haven’t raised a recommendation regarding this,
given that we have been informed that the Framework is due to be published on the intranet, thereby
addressing the issues with gaining access via the shared drives.
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CRC Readiness

The CRC Energy Efficiency Scheme (formerly known as the Carbon Reduction Commitment; ‘CRC’ or ‘the
Scheme’) is a mandatory energy efficiency scheme aimed at improving energy efficiency and cutting emissions
in large public and private sector organisations.

As a qualifying organisation, the Council was required to register with the Environment Agency (EA), the
administrator for the Scheme, by 30 September 2010 and will need to comply legally with the requirements of it.
The Council will need to monitor its emissions and purchase allowances for each tonne of CO2 emitted in April
2012.

The Council’s energy use must be reported in an annual report to the EA by the last working day of July
following each CRC year end. In the first year, a footprint report is also required. Using a risk-based
assessment, the EA will select approximately 20% of organisations for audit each year.

The EA will publish a league table each October which will be made public, showing the emissions of the
organisations that have participated in the scheme.

The Scheme is likely to have a number of significant impacts on the Council. These include the cost involved in
purchasing allowances; the administration required to monitor energy use and to draw together the data
reported to the EA (including an evidence pack); and civil and criminal penalties, as well as reputational
impacts from publicity in the event of non-compliance. Finally, it requires ongoing application of energy
efficiency measures and/or fuel switching to reduce carbon footprinting and therefore minimise CRC cost and
potential reputational impacts of the league table.

Over the past 18 months, using Deloitte’s sustainability specialists, Audit has supported the Council in
preparing for CRC with a series of workshops and reports, including an assessment of the Council’s readiness
for the Scheme. As above, all organisations in scope of CRC reporting were required to submit a CRC Annual
Report and Footprint Report to the EA by 29 July 2011.

This latest piece of work was requested to be undertaken prior to submission of the reports to assist senior
management with understanding the Council’s readiness for CRC reporting and for any subsequent audit by
the EA.

It should be noted that the aim of the work was not to validate or confirm the completeness and accuracy of the
data to be submitted by the Council. On the basis of the scope, Internal Audit only highlighted any weaknesses
identified in the process applied to compile the data, or any issues noted in the data itself, if picked up through
sample testing. Management were responsible for addressing these as appropriate prior to submission.

The work undertaken by Internal Audit did not identify any errors in the data compiled for reporting, for the
sample tested, nor did it identify any significant weaknesses identified in the process for preparation of the CRC
reports. However, there were some issues that need to be resolved prior to CRC submission in this and
subsequent years.
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AUDITS AT DRAFT REPORT STAGE or IN PROGRESS

Each of the following audits have been completed and Draft Reports issued. At the time of writing, these have not been finalised as
responses have not been received from management with regards to the recommendations raised.

2011/12 Audits

Audit

Financial Assessments of Adult Social Care Clients

Status as at 30 November 2011
Draft Report

School Health and Safety

Draft Report

Carlton Vale School

Draft Report

Gladstone Park Primary School

Draft Report

Princess Frederica C of E Primary School

Draft Report

NWLJ Primary School

Draft Report (awaiting additional information / documentary
evidence))

Leasehold Management & Service Charges (BHP)

Draft Report

Kensal Rise Primary School

Draft Report

Pre-Paid Card (Staff)

Draft Report

Pre-Paid Card (Beneficiaries)

Draft Report

Poplar Grove PRU

Draft Report awaiting review

Conflict of Interests (Employees)

Draft Report in Progress

Park Lane Primary School

Work in Progress (Further information/documents to be provided)

Business Continuity Planning

Work in Progress

Financial Planning

Work in Progress

Stage Lane PRU

Work In Progress
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Audit

Repairs & Maintenance

Status as at 30 November 2011

Work In Progress

Pension Fund Investments

Work In Progress

Equality Impact Assessment

Work In Progress

Housing and Council Tax Benefits

Work in Progress

Payroll

Work in Progress

Brent Transport Services

Work in Progress

Domestic Violence

Work in Progress

Malorees Junior School

Work in Progress
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Follow-Up of Previously Raised Recommendations

The table below provides a summary of the findings from the follow-up work completed since the previous meeting of the

Committee, excluding any BHP recommendations.

The approach is explained within the Executive Summary. Recommendations are classified as either Implemented (1); Partly
Implemented (P1); Not Implemented (NI); or in some cases no longer applicable (N/A), for example if there has been a change in

the systems used.

For any recommendations found to have only been partly implemented or not implemented at all, further actions have been raised
with management. As such, Draft Follow-Up Reports have been included, as well as those that have been finalised. Where the
reports have been finalised, the further actions have been agreed with management, including revised deadlines and responsible
officers. For those at Draft stage, Internal Audit are awaiting responses from management. All agreed further actions will be added

to our rolling follow-up programme as explained in the Executive Summary to this report.

The table includes a column to highlight any priority 1 recommendations which were found not to have been fully implemented.

Please note that we have not replicated the full recommendation, only the general issue to which they relate.

Audit Title Priority 2 Priority 3 Priority 1
PI Becommendations not
implemented

Blue Badges - 1 - 1 - - - - - 1 1 - - -

Freedom Passes - - 1 1 - - - 1 - 1 1 - = -

School Admission 1 - - 3 - - - - - 4 - - -

Framework | Financials - - - - - - 3 2 2 3 2 2 - -

Copland School 3 1 - 7 - - - - - 10 1 = 5 -

Total 4 2 1 12 - - 3 3 2 19 5 2 -
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Appendix A — Audit Team and Contact Details

London Borough of Brent Contact Details

Simon Lane — Head of Audit & Investigations il simon.lane@brent.gov.uk
020 8937 1260

Aina Uduehi — Audit M

fna Lduent Hdit Manager Nl aina.uduehi@brent.gov.uk

020 8937 1495

Deloitte & Touche Public Sector Internal Audit Limited Contact Details

Mark Towler — General Manager il phil.lawson@brent.gov.uk

Phil Lawson — Sector Manager 020 8937 1493

Miyako Fuijii — Senior Audit Manager

Shahab Hussein — Computer Audit Sector Manager
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Agenda ltem 10

Audit Committee
15 December 2011

Report from the Director of Finance
and Corporate Services

For Information Wards Affected:

ALL

Risk Management Policy

1.1.

2.1.

3.1.

3.2.

Summary

This report sets out proposals for the development of risk management across
the council.

Recommendations

The Audit Committee agree the proposed risk management policy and
strategy as set out in appendix 1.

Detail

Background

The council’s risk management strategy was last endorsed by the Audit
Committee in December 2008". This set out, in a 23 page guidance note, the
allocation of responsibility for the management of ten high level corporate risk
categories to various corporate groups (i.e. the Strategic Finance Group for
finance risks, the Procurement Forum for procurement risks); the assessment
of risks and guidance on specific service level risks. The report contained a
commitment to provide a follow up report on high level risks following
completion of the 2009/10 service planning process. This did not occur.

During 2009 a number of presentations on the new strategy were delivered by
the Procurement and Risk Management Team to Departmental Management
Teams. Although key risks were included within individual service plans for
2009/10 it is unclear how well these were documented within the council wide
risk management database, Acertus. This system was decommissioned in
2010 and although the data was copied to an excel spreadsheet, the data is
unusuable in its current form.
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3.3.

3.4.

3.5.

3.6.

3.7.

4.2.

Some risk information is captured within service planning documents and the
Departmental Scorecards, as set out in the Performance Planning Guidance
Framework 2011-122. However, recording and assessment is inconsistent
across the organisation.

Linking risks to performance documentation ensures that risks are clearly
associated with departmental and council objectives, which is a primary
requisite of effective risk management. However, there is no uniform system
within departments to record any further risk details, such as the inherent
(raw) risk score, i.e. the evaluation of the risk prior to any controls being
applied and the subsequent residual score.

The Risk Management Group, which attempted to ensure some common
understanding of risk management and uniformity of risk scoring has not met
for a number of years and it is, currently, unclear how well risk management is
understood by the organisation.

Until October 2010 the responsibility for the co-ordination of risk management
activity sat within the Procurement and Risk Management Team within
Finance and Corporate Resources. The procurement function was transferred
to Legal and Democratic Services together with all resources. The
responsibility for developing / re-engineering risk management was
transferred to the Head of Audit and Investigations. No additional resource
was allocated to Audit and Investigations for this purpose, nor is there any
spare capacity.

This report sets out a proposed mechanism for identifying and monitoring
risks across the orgnaisation. It is mindful of the severe pressures and
resource constraints impacting upon managers and, accordingly,
recommends a simplified Risk Management Process.

Strategy

The council has a risk management strategy, as agreed by the Audit
Committee in December 2008. This strategy provides some good basic
definitions and sets out some principles of risk ownership, i.e. CMT are
responsible for managing the Corporate Hotspots through the Policy Co-
ordination Group; Corporate Risk Categories are assigned to corporate
groups; and Departmental Management Teams are responsible for ther own
service based risks. Although the strategy benefits from being relatively short
it does not cover some crucial areas such as risks within projects or
partnerships. The associated guidance, which is lengthy, sets out 10 cross
council or “corporate level” risks and allocates ownership of these to a number
of corporate groups (it is unclear how many of these still exist). It is
anticipated that all service level risks will fall into one of these corporate level
risks.

There is inherent confusion in this system, for example the corporate risk of
inappropriate data loss is assigned to the Information Governance Group
whilst a specific service manager will be responsible for ensuring data is not
saved onto inappropriate media by staff. There is also much duplication of
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4.3.

4.4.

4.5.

4.6.

4.7.

team and corporate risk, such as inability to recruit and retain staff. It is also
debatable as to whether the Corporate Hotspot List is a substitute for a high
level risk register, given it does not attempt to evaluate risk or provide control
information.

The strategy has, therefore, been redrafted, removing reference to group
ownership of risks and setting out a simplified process in which operational
risk is identified from the bottom of the organisation upwards with the
Corporate Management Team considering the high level risks, any additional
strategic or reputational risk and feeding these into a single council wide
register. Departmental Directors will be responsible for collating all their
service area risks and reporting the most significant through to CMT. CMT will
have responsibility for identifying, reviewing, managing and reporting on the
council’s most significant risks. Whilst the Corporate Hot Spot list can remain
for its own purposes, it must not be seen as the main method of managing the
organisaiton’s key risks.

There are many risk scoring models available but it is recognised that any
method needs to be simple, widely understood with a common understanding
of how to evaluate risk. The previous system used a detailed scoring
mechanism which could provide an infinite number of different scores using
many decimal places. This proved unworkable and resulted in scoring
anomalies. Ultimately, the scoring translated into a basic 3x3 non-numeric
categorisation, i.e. high, low, medium applied to both likelihood and impact.
Whilst simple this can lead to confusion i.e. should a “high low” combination
be considered the same as a “low high”.

A single numeric value is considered to be easily understood and, therefore, a
6x6 model is being proposed. Likelihood and impact will be ranked on a 1 to
6, integer only scale. This should give sufficient scope to enable the council to
differentiate its more significant risks and to identify which controls are most
important.

Most risk management models require the orgnisation to identify its risk
appetite. This is the level of risk the organisation is prepared to accept. In a
numerically scored model this would be a value, above which a risk requires
controlling. The organisation can set different appetites for different risks and
determine what level of acceptable risk it allows to be delegated. In fully
functioning risk management systems, when the residual risk rises above the
appetite level, the riks would be escalated to more senior management. This
process is considered, at present, too sophiscated for the authority. It is
essential that the basic concepts are fully embedded before risk appetites are
set. To compensate, Departmental Directors will be made fully aware of all the
risks across their departments when they consolidate the risk registers from
each section and will be made responsible for escalating to CMT any risks
which are not being sufficiently managed.

Significant risks will need to appear on the service planning scorecards in a
revised format to ensure that adequate detail is collected. The
recommendation is that the Strategy, Partnerships and Improvement
Directorate (SPI) assume responsibility for ensuring that risk management
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4.8.

documentation is completed as part of the performance management
framework.

There will be a small element of duplication with the risk logs maintained
within the project management documentation associated with the one council
projects, and other council wide projects. These risks logs only record the risk
as an issue. However, given the fundamental importance of these projects it is
likely that some of the risks to those individual projects will be significant
enough to appear on the risk registers. Again, only basic information is held
on the risk log and it will be a matter for the relevant Departmental Director to
ensure that significant project risks are also recorded on relevant
departmental registers.

Communication and Training

4.9.

4.10.

4.11.

5.1.

6.1.

6.2.

The Audit and Investigations Team visited all DMT’s in the early part of the
year to discuss key risks and float the idea of a simplified risk management
structure. This seemed to be welcomed by all.

Discussions have been held with the Assistant Director Policy within SPI who
has indicated that the team will be able to fulfil the collation function as part of
the performance management framework.

Although the Procurement and Risk Management Team attempted to roll out
a training programme in 2009/10, the success of this is unknown. Given the
risk register has not been updated for some time and the changes in the
structure of the council, it is considered appropriate that further training is
given to managers, if only to assist them in initial risk identification and
scoring. There is no spare capacity within Audit and Investigations or any
specific expertise in risk management training. A number of contingency days
from the audit plan have already been used to develop the new strategy and
to provide training to DMTs.

Financial Implications
None
Legal Implications

The Accounts and Audit Regulations (England) 2011 section 4(1) require the
council to “ensure that the financial management of the body is adequate and
effective and that the body has a sound system of internal control which
facilitates the effective exercise of that body’s functions and which includes
arrangements for the management of risk.”

Further section 5 (1) (4) (i) requires that the Director of Finance and Corporate
Services determines accounting control systems which include adequate
measaures to ensure that risk is appropriately managed.
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7. Contact Officer Details

Simon Lane, Head of Audit & Investigations, Room 1, Town Hall Annexe.
Telephone — 020 8937 1260

Clive Heaphy
Director of Finance and Corporate Services
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Risk Management Policy

The Risk Management Policy (the Policy) forms part of the Council's internal control and
governance arrangements. The Policy sets out the Council’s overall commitment and
approach to risk management.

Purpose

This document sets out the Council’s policy in relation to the management of external
and internal risks. The aim of risk management is not necessarily to eliminate risks
completely, but to ensure that risks are identified, evaluated and economically managed.

Risk management is not just the prevention or mitigation of unwanted consequences but
is also the about identifying opportunities and assessing their risks

Background

The Council and its partners provide a wide range of services to the local community,
many of which give rise to risks. The Council has a statutory responsibility to have
effective arrangements in place for the management of risk. Notwithstanding that
requirement, good managers proactively manage risks to help the achievement of
objectives. Regular identification, assessment and control will help minimise the impact
of risk upon service delivery.

Policy

The Council recognises the need for effective risk management to assist in the
achievement of its objectives.

The Corporate Management Team will maintain a corporate strategic risk register which
it reviews at least quarterly, detailing the key risks for the Council and assigning
appropriate responsibility for managing those risks.

Managers are responsible for managing risks within their own service areas. Directors
are responsible for reviewing, on a regular basis, their key risks across their department
and within any partnership working and for putting in place arrangements to manage that
risk.

The Audit Committee will monitor, on behalf of the Council, the effectiveness of the risk
management process and review, on a periodic basis, the Council’s strategic risk
register.

The risk management process needs to be easily understood, cost effective and controls
to mitigate risk must be proportionate to the potential impact should a risk materialise.

Most risks cannot be completely eliminated by controls and the level of residual
acceptable risk is a matter for managers to assess within a risk appetite. The Council
recognises that a single risk appetite cannot be set for all services as different risks carry

1
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different levels of impact. Determining the level of acceptable risk within a particular
service area is, therefore, a matter for management.

Key risks will appear in performance planning documentation. These will have
associated entries in either departmental or the corporate risk register.
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Risk Management Strategy

The Risk Management Strategy (the Strategy) sets out how the Policy will be
implemented, based on the objectives listed in 2 below.

1. Definition and Scope

Risk has traditionally been defined as being the threat that an event or action will
adversely affect the Council’s ability to achieve its objectives. Increasingly, this is seen
as too negative a view and a more appropriate view is that risk arises as much from our
failing to respond to business opportunities when pursuing strategic and operational
objectives, as it does from a threat that something bad will happen.

Risk is therefore an uncertainty of outcome whether it is a positive opportunity or a
negative threat. This means an event or action adversely affecting the Council’s ability
to achieve its objectives or successfully execute its strategy and or limit its ability to
exploit opportunities. There are also risks associated with not taking a particular course
of action.

Risk is an inevitable part of everyday business and cannot be eliminated - but it can be
managed.

Risk Management is the planned and systematic approach to the identification,
evaluation and economic management of the risks associated with the Council’s
activities. It is a key element of the corporate governance framework.

Inherent (Raw) Risk is the level of risk faced by the Council prior to any controls being
put in place.

Control is the processes, policies and procedures used to govern the Council’s work or
any additional controls or mitigating actions taken to deal with a particular situation. A
judgement has to be made by the risk owner as to the numerical reduction to the
inherent (raw) risk score to produce the residual (net) risk score.

Residual (Net) Risk is the level of risk faced by the Council after controls have been
applied.

Acceptable Risk is the threshold value, assessed by management, above which a risk
cannot be allowed to go - i.e. the amount of risk the Council is prepared to tolerate
before action is required.
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2. Objectives

The Council’s objectives with respect to risk management are to:

Integrate risk management into the culture of the Council and thereby
minimise the likelihood of service objectives being jeopardised;

Promote ownership of risk by Council officers;

Anticipate and respond to changing social, environmental and legislative
requirements;

Improve management of risk by taking account of threats and opportunities
associated with internal and external changes that may impact the Council’s
risk profile;

Improve the efficient use of resources and the appropriate targeting of key risk
areas;

Ensure departments complete an analysis of their risk exposure, develop
realistic control plans and take actions to reduce the likelihood of risks
materialising and /or reducing the severity of consequences should risks
occur; and

Ensure that risks are monitored on an ongoing basis.

These objectives will be achieved by:

Integrating risk management in all key business processes.

Establishing a consistent approach/process to risk management across the
Council.

Establishing clear roles and responsibilities.
Providing risk management awareness training.

Providing support and development for those involved in risk management
activities.

Reviewing the effectiveness of risk management processes on an ongoing
basis.
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3. Timeline

September 2011 to December 2011

Risk Management Policy to be endorsed by CMT.

Risk Management Policy to be endorsed by Audit Committee.

Risk Management Policy, Strategy and guidance to be disseminated to DMTs and
service managers.

September to October 2011

Series of risk workshops facilitated by Deloitte.

October 2011

Service Plans and Performance Scorecards updated with risk information
November 2011

Departmental Registers collated from Service Plans and Scorecards and forwarded
to A&l.

Corporate Register established by CMT.
December 2011

Review by Audit Committee.
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Overview

Good managers are constantly engaged in risk management. Evaluating threats to
delivery of service objectives and managing or mitigating those threats. Good
managers will also look for opportunities to improve or become more efficient. The
taking of these opportunities is encouraged provided the risks have been assessed
and are controlled to within an acceptable level of risk.

Although there is a statutory responsibility within the Accounts and Audit (England)
Regulations 2011 to have effective risk management, it is, in any event widely
recognised as good management practice.

Risk management is about assessing the likelihood of potential events and their
impact on the achievement of objectives. Therefore, risks must be linked to one of
the Council’s corporate objectives, either directly or through departmental or division
objectives, or to one of the Health and Wellbeing Workstreams. These objectives
are set out in the Performance Planning Guidance 2011-12.

Risk management is an integral part of planning services and performance
management. Risk registers should therefore be closely aligned with the
departmental Performance Improvement Plan / Service Plans and Quarterly
Scorecard. Risks should be linked to agreed objectives. Risks can rarely be
eliminated unless a function is terminated, an option not usually available to the
Council. Controls must be proportionate in terms of cost and time to the risk they are
attempting to mitigate.

Assessing the likelihood of an event is more an art than a science. An educated
guess based on knowledge of previous events and other known future changes is
often the best that is achievable. For those events over which we have no control,
i.e. severe weather, the likelihood cannot be influenced by controls, only the impact.
Therefore, the likelihood that a building project is delayed due to bad weather cannot
be reduced by implementing a control. The impact though could be by having a
penalty clause for delay built into a contract. Similarly, the impact of some events
may not be reduced by a control, for example, if an individual is killed or injured
whilst conducting a home visit. Having procedures to identify potentially violent
customers will reduce the likelihood of the event materialising.

Assigning a Value to Risk

The point of assigning a value or score to a risk before controls have been applied
(inherent (raw) risk score) is to allow some prioritisation of the most risky events and
to assess the importance of controls. The Council should be focused on controlling
their highest priority risks - to be clear; this is those risks which have the highest
inherent (raw) risk scores. A second score is then assigned once the existing
controls have been taken account of (residual (net) risk score). The controls applied

6
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should be subject to review and those which have the most effect on reducing risk,
would normally be the controls which should be assessed by management and audit
on a more frequent basis. The more reliance placed upon a control, the more
important it is. Alternatively, if the residual (net) risk score is still higher than is
considered acceptable, this suggests that the existing controls are not sufficient and
hence that further actions need to be taken to lower the residual exposure.

There are many ways of scoring risk. The Council recognises that this needs to be
simple enough to enable common understanding of what a score means and have
enough flexibility to cope with the wide range of activities undertaken across the
Council. The Council has opted for a 6x6 model. This means that the likelihood of
an event happening is ranked on a 1 to 6 scale as is the impact. The risk score is
obtained by multiplying likelihood with impact. The highest risk will be scored at 36,
i.e. 6x6, the lowest at 1, i.e. 1x1.

Responsibilities
Audit Committee

The Audit Committee, on behalf of the Council, will approve and monitor the risk
management strategy and risk registers.

Corporate Management Team

CMT will maintain a corporate risk register of the highest priority Council wide risks
and be responsible for managing those risks. The risks will feed into a Council wide
risk register.

Departmental Managers

The managers of the eight Council departments are responsible for ensuring their
key risks are adequately documented in either service plans or quarterly
performance scorecards and ensuring that key risks within their departments are
reviewed on a regular basis and managed.

Service Managers / Heads of Service

Individual service managers and heads of units are responsible for identifying and
managing specific risks within their areas. They are expected to highlight their key
risks for inclusion within Departmental Risk Registers to feed into service planning /
performance documentation.

Project Management Office

The PMO has a unique role in that it should have oversight of the key risks affecting
the One Council programme. This programme has a key role to play in ensuring the

7
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Council’s objectives are delivered and, therefore, any significant risk to an individual
project represents a potential threat to overall objectives. Itis, therefore, essential
that the PMO ensures risks within risk logs are assessed and, where appropriate,
feature on the Council wide risk register, as well as in the individual project risk log.

Strategy, Partnership and Improvement

Are responsible for ensuring that risk registers are properly completed within service
planning and performance documentation.

Audit and Investigations

Will collate the Council’s risk register, provide reports to the Audit Committee and
provide advice and guidance to managers on risk management.

Process

Service managers will identify their own risks and feed these through DMTs.
Departmental directors then pass their key risks up through to CMT. CMT wiill
determine which departmental risks will feature on the corporate strategic register
and will add their own risks and collate any themed or common risks. Service
managers will utilise the template endorsed by CMT on which to record their risks.
The register will show the relevant objective, the risk to that objective, an inherent or
raw risk score, a residual risk score and a brief description of the controls in place to
mitigate the risk causing a reduction in the score. There may be a number of
controls for one risk; these do not need to be separately shown. It will also identify
the person who is responsible for managing the risk.

Service Managers must recognise the risks associated with partnership working and
include these, where significant, in their registers.

These risks will be reviewed on a quarterly basis by DMTs and the Department
Director is responsible for consolidating these risks into a department wide register.
Therefore, the Council expects each department to maintain, within its service
planning documentation, a consolidated register of its risks, in a prescribed format.
These risks need to be scored in a uniform way to ensure that the most significant
risks are easily identified. The register must provide a brief description of the
controls and the residual risk score after the controls are in place and assumed to be
operational. This register will form part of the service planning and performance
scorecard documentation. Provided risks are adequately captured in these
documents, there is no requirement to maintain a separate risk register.

The Strategy, Partnership and Improvement Team will extract the risk registers from
planning and performance documentation and pass these on a quarterly basis to
Audit and Investigations. The Head of Audit and Investigations will arrange for the
register to be reviewed by the Audit Committee at periodic intervals.

8
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Risks which are associated with individual projects would normally be captured
within a risk log as part of project documentation. Where risks within projects have
potential to undermine the achievement of wider Council objectives they need to also
be included in risk registers. Project risks tend only to be a brief description of the
risk and control with no assessment of the likelihood or impact. Therefore, inclusion
in the risk template will require some additional assessment.

Guidance
The attached spreadsheet sets out the register’s format.
The following system should be used to identify and assess risk:

1. Set out the service area objective which is at risk (this should be consistent
with the objectives set out in your Performance Improvement Plan, unless
there are underlying core objectives relating to your area of operations which
haven’t specifically been focused on in the Performance Improvement Plan,
but which are key from an operational perspective / service delivery
perspective).

2. For each objective, identify the events which may occur which would have an
impact upon achievement if they did occur.

3. With no controls in place, assess the likelihood of that event occurring using a
1 to 6 rating - see Appendix 1.

4. Assess the impact of that risk if it actually occurs, using a 1 to 6 rating - see
Appendix 1.

5. Identify existing controls and their strength.

6. Re-assess the likelihood and impact assuming controls are working as
intended.

7. Determine what to do about the residual risk, if anything - is it tolerable, do
you treat it (implement a further control or action), transfer it or terminate the
activity.

8. Assign a responsible officer to implement the actions.
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Risk Appetite

In using the 6x6 scoring system, a consistent methodology for measuring and
scoring risks will be applied throughout the Council. The Council has not set an
overall risk appetite and it is for departmental directors to determine their own
appetite. The appetite can be applied across a department by setting an acceptable
score for residual risk.

For example: any residual (net) risk score of 9 or less is considered acceptable
(unless the impact is very serious); between 10 and 20 could be acceptable provided
DMT approval is given (unless the impact is serious or very serious); and anything
rated 24 or higher would need to be signed off by CMT. This concept can be simply
demonstrated by the table below, using a traffic light coding system.

Impact

Likelihood

Where the residual (net) risk score is considered unacceptable e.g. a red or amber
residual risk score, an action plan will need to be developed to address weaknesses
in existing controls or implement new controls. Some of these control weaknesses
are likely to feature in the Council’s Annual Governance Statement.

Reporting of Risk
Reporting will be as follows:

e CMT is responsible for evaluating and managing the Council’s key corporate
risks to ensure the achievement of objectives contained within the Borough
Plan. The Corporate Risk Register will be reviewed by CMT and reported to
Audit Committee.

e There will be an annual review of the Council’s Policy and Strategy to be
reported to Audit Committee each year.

10
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Directors and Heads of Service are responsible for ensuring that risk is
considered at the point of setting objectives within the Performance
Improvement Plan, and also that key risks are evaluated and that there are
processes / controls in place to manage these risks. A separate departmental
risk register needs to be formulated and maintained on an ongoing basis, with
formal review by DMTs on at least a quarterly basis.

Directors are responsible for bringing to CMT any significant issues / risks
(e.g. any residual red risks) as they arise during the year, particularly if only
limited action is possible.

Directors are responsible for signing off residual risks as part of the annual
controls assurance process in support of the Council’'s Annual Governance
Statement.

11
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IMPACT AND LIKELIHOOD GUIDE

The table below represents guidance and is not intended to be a definitive listing.

Impact Descriptor Impact Guide
Category
Financial 1 Insignificant Financial loss up to £50,000
2 Minor Financial loss up to £100,000
3 Moderate Financial loss up to £200,000
4 Significant Financial loss up to £300,000
5 Serious Financial loss up to £500,000
6 Very serious Financial loss above £1,000,000
Compliance 1 Insignificant No regulatory consequence

2 Minor Minor breach of duty, legal action unlikely

3 Moderate Moderate breach of duty resulting in possible disciplinary
action, legal action possible

4 Significant Significant breach of duty resulting in disciplinary action, legal
action probable

5 Serious Serious breach of duty resulting in fines/disciplinary action,

legal action expected

6 Very serious

Major breach of duty resulting in possible imprisonment, legal
action almost certain and difficult to defend

Service Delivery

1 Insignificant

Insignificant disruption on internal business and no loss of
customer service

2 Minor

Possible significant disruption to internal business and no loss
of customer service

Lasting less than 24 hours
Affects a single or few services

3 Moderate

Disruption to internal business or possible disruption to
services to non-vulnerable groups

Lasting 1 to 2 days
Affects a single directorate

4 Significant

Disruption to internal business or probable disruption to
services to non-vulnerable groups

Lasting 2 to 3 days
Affects more than one directorate

5 Serious

Disruption to services to non-vulnerable groups and possible
disruption to services to vulnerable groups

Lasting 3 to 5 days
Affects most directorates

6 Very serious

Prolonged disruption to services to vulnerable groups
Lasting more than 5 days
Affects the whole Council

Environmental

1 Insignificant

No or insignificant environmental damage

2 Minor

Minor local environmental contamination with short term
effects

12
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Moderate Moderate local environmental damage with short term effects

Significant Significant local environmental damage with short to medium
term effects

Serious Major local environmental damage with medium term effects

Very serious Major local and national environmental damage with long
term effects for the local area

Reputational Insignificant No reputational damage or adverse publicity

Minor Minor/limited reputational damage or internal adverse
publicity

Moderate Moderate reputational damage or possible local adverse
publicity

Significant Significant reputational damage or probable local adverse
publicity

Serious Substantial/widespread reputational damage or possible
national adverse publicity

Very serious Major/severe reputational damage and national adverse
publicity
Central Government interest/administration

Personal Safety Insignificant No impact on personal safety

Minor Minor injury or discomfort, not requiring first aid

Moderate Short-term injury, possibly requiring first aid or limited medical
attention

Significant Medium-term injury, requiring first aid or medical attention

5 Serious Extensive, permanent / long term injury for an individual or
several people
6 Very Serious Death or life threatening situation for an individual or several

people

Descriptor Likelihood Guide
1 Rarely <5% likely to occur in next 12 months

Is not judged as credible / very unlikely
2 Unlikely 5% - 20% likely to occur in next 12 months
3 Possibly 20% - 40% likely to occur in next 12 months
4 Likely 40% - 60% likely to occur in next 12 months
5 Probably 60% - 80% likely to occur in next 12 months

6 Almost certainly

>80% likely to occur in next 12 months /
More likely than not / almost certainly

13
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Agenda ltem 11

Audit Committee
15 December 2011

Report from the Director of Finance
and Corporate Services

For Information Wards Affected:

ALL

Use of Surveillance and CHIS for 2010/11

1.1.

3.1.

3.2.

Summary

The purpose of this report is to advise members on the council’s use of covert
surveillance and covert human intelligence sources (CHIS) for 2010/11 and
the period April 2011 to November 2011.

Recommendations
The Audit Committee note the content of the report.

Detail

Background

This report is the third annual report on surveillance activity. The first report
was issued in December 2009". These reports are intended to address the
oversight role set out in the Home Office Codes of Practice? ®. “Best Practice,
as set out in paragraph 3.30 of the Code requires that elected members
should review the use of directed surveillance and set the policy at least once
a year. The Code also requires that members consider “internal reports” on
the use of surveillance and chis on a quarterly basis to ensure they are being
used in accordance with the council’s policy and that the policies remain fit for

purpose.

These are relatively new requirements arising from concerns that some local
authorities were misusing the powers. These concerns primarily arose from
negative publicity in the latter part of 2008 as a result of one authority using
surveillance to investigate a allegation of fraud within the school admissions
process. Although much of the coverage was misleading, the Home Office
responded with a review of the RIPA legislation and issued a consultation on
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3.3.

3.4.

3.5.

3.6.

whether the powers should be used by Local Authorities, for what and who
should authorise them. The consultation ended in July 2009 and the new
codes of practice came into force on 6™ April 2010.

The main thrust of the negative publicity was that councils were
inappropriately using powers conferred for anti-terrorism purposes to
investigate minor offences. Although the coverage misrepresented the
purpose of the legislation, which makes no mention of anti-terrorist activity, it
was the case that a small number of authorities were using surveillance for
what were, considered to be, trivial matters. Of particular concern was the use
of surveillance by Poole Council to follow a family to determine whether or not
they had misrepresented their permanent address on a school admission
application. In July 2010 the Investigatory Powers Tribunal ruled that
surveillance in such circumstances was inappropriate, determining that there
must be real intent to bring criminal proceedings if surveillance is to be
authorised.

The new coalition government’s manifesto committed to limiting the
surveillance powers of local authorities to “serious crime” with a requirement
to gain authorisation from a magistrate. A RIPA Review was undertaken by
Lord Donaldson QC and this has resulted in a number of changes being
included within the Protection of Freedoms Bill which is currently at the
Committee Stage in the House of Lords.

The restrictions within the Protection of Freedoms Bill relate to the threshold
for offences which can be considered for surveillance, which must carry a
custodial sentence of more than six months and the requirement to obtain
approval from a magistrate. There are some 20 bodies empowered to use
RIPA, Local Authorities are the only organisation who are being restricted in
this way. These new restrictions have attracted criticism from the
government’s own regulatory body for surveillance, the Office of the
Surveillance Commissioner. In his annual report4for 2010/11 he stated,

‘Reports relating to local authority use of covert surveillance have been
misleading and often inaccurate. | have identified no systemic attempts to
misuse legislation... | expressed particular concern regarding the proposal to
require local authorities to seek approval for their covert surveillance from
magistrates. Leaving aside the cost of training and reimbursing many more
magistrates than there are authorising officers, it is not apparent why local
authorities should be treated differently from other public authorities and, as is
apparent from this and my previous Annual Reports, local authorities are,
generally speaking, exercising their powers properly. The higher threshold in
the proposed legislation will reduce the number of cases in which local
authorities have the protection of RIPA when conducting covert surveillance...
| anticipate unnecessary complications resulting from the use of magistrates
and confusion regarding the threshold for local authority authorisation if the
current proposals in the Protection of Freedoms Bill are adopted.”

Despite such evidence it is likely that the government will press ahead with
these restrictions. A further report will be presented to committee once the
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3.7.

3.8.

3.9.

3.10.

3.11.

legislation has been enacted.
Control of Surveillance

RIPA and the Codes of Practice require certain procedures to be followed and
considerations to be given prior to surveillance being authorised. The
authorisation has to be done by a designated officer and there are safeguards
in place regulating the length of time an operation can be authorised for and
to ensure there is ongoing review of live operations.

RIPA also created the Office of Surveillance Commissioners (OSC) to carry
out oversight on behalf of the Government to ensure the powers were being
used appropriately. The Commissioners carry out regular on site inspections
and the council has been the subject of four inspections, with a fifth due in
February 2011.

Local authorities are permitted, under RIPA, to conduct a number of covert
activities. These are: Directed surveillance, Covert Human Intelligence
Sources (CHIS) and obtaining communication subscriber and traffic data.
Councils may not conduct intrusive surveillance, which is surveillance
coducted in any private place. Neither may councils obtain the content of
communications, i.e. listen into phone calls or intercept emails. The
surveillance methods available are:

o Directed surveillance - covert monitoring of individuals in a public place
for the purposes of a specific investigation. It does not include general
cctv use, although cctv used to monitor specific individuals would
constitute directed surveillance.

o CHIS - any person, either employed directly by the council or a third
party informant who is directed by the council to obtain and provide
information about the subject of an investigation.

J Communication data - details of the subscriber to a telephone or email
account or records of calls made from a specific telephone number.

The council has a policy and procedure manual which has been issued to all
units who conduct surveillance. This manual covers the procedures for the
authorisation of directed surveillance, covert human intelligence sources and
accessing communications data. The manual also covers issues of
proportionality, necessity, collateral intrusion and the right to privacy. The
policy is currently under review pending the introduction of the Protection of
Freedoms Bill and once this is enacted, the policy will be presented to
members for approval.

The procedure is effectively governed by the legislation and statutory
guidance. Each surveillance operation must be authorised by an authorising
officer. The key tests are whether the authorising officer considers the
surveillance to be necessary (surveillance is used only as a last resort and all
other avenues of investigation have been explored), proportionate (the level of
intrusion is balanced against the seriousness otf the alleged criminal offence)
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and that issues of colateral intrusion (the intrusion into innocent third parties)
have been considered. These tests must all be applied prior to authorisation
and the authorising officer is required to state, on the application form, what
they have considered and what surveillance activity is being authorised.
Operatives must remain within the scope of the application.

3.12. Details of all surveillance operations are held on a central record maintained
by Legal Services. Surveillance cannot take place without a unique reference
number being issued by Legal Services. Copies of authorisations and all
subsequent forms are kept with Legal Services for audit purposes. Legal
Services conduct periodic audits to ensure the relevant tests are being
applied.

Surveillance Activity

3.13. Between 1% April 2010 and 31% March 2011, 43 authorisations were given for
directed surveillance. A further 23 have been authorised in the period 1%t April
2011 to 30" November 2011. These are summarised in table 1 below
together with a comparison against previous years’ figures. There have been
no authorisations for Covert Human Intelligence Sources (CHIS):

Service 2007/08 2008/09 | 2009/10 201011 | Apr 11 —
Unit Nov 11
Trading 12 22 17 14 6
Standards Counterfieting, Counterfietin | Counterfeiting, Test
under age sales, | g (9) Under under age sales, Purchasing
licensing age sales licensing, Fraud. Counterfeit
(13) Goods
Theft from
Multiple
parking
meters in LBB
Auditand | 10 10 7 2 1
i i | Housing Benefit Housing 2 Blue Badge Blue Badge
Investlgatl Fraud (3) Benefit 2 Fraudulent Fraud
ons Housing Sub- Fraud (2) Council tenancy
Letting (4) Housing (5) 3 Housing &
False ill-health Direct Council Tax
claim (1) Payments Benefit Fraud
Blue Badge (1)
Misuse (2) Blue Badge
Misuse (3)
Housing 5 3 1 0 1
Anti-Social Anti-Social Anti-Social
Behaviour (5) Behaviour Behaviour (1)
3
Social 1 2 0 0
i Child Protection Child
Services (1) Protection
(2
Streetcare 1 8 4
Criminal Damage | Commercial
[Graffiti] Fly Tipping
Criminal
Damage
Total 28 37 26 24 12

Table 1 — Surveillance Operations by Service Areat April 2007 to November 2011
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3.14.

3.15.

3.16.

3.17.

3.18.
3.19.

41.

5.1.

For the Trading Standards Service, 5 of the 14 authorisations in 2010/11 have
led to a legal action being taken, resulting in a total of 16 individuals being
successfully prosecuted. Three further cases have pending legal proceedings.

Authorisations of interest include Operation Capital which saw six Wembley
Market traders convicted for selling counterfeit goods. Three of these traders
received a curfew and were electronically tagged, two received community
service totalling 240 hours between them, one case the defendant is awaiting
sentencing and the final investigation is still in the Court system. Costs have
been awarded in these cases totalling £2,892.

A similar operation called Orbit took place later in the year resulting in a
further four market traders being taken to Court for selling counterfeit goods.
One trader who had previous convictions for selling hooky designer wear
received a 200 hour community order and was ordered to pay £2,000 costs.
Another received a 100 hour community order and had £1,256 confiscated
from him whilst two others received a fine or conditional discharge with a total
of £418 confiscated from them.

RIPA authorisation is regularly obtained for underage sales operations. In
2010/11 five prosecutions were taken for illegal underage sales, three of
which included the sale of fireworks. By coincidence, all three cases resulted
in fines of £1,000 with a collective total of £1,000 costs being payable to the
Service

Streetcare were the other main users of surveillance during 2010/11.

The Audit and Investigations Team have conducted very few surveillance
operations since April 2011. An analysis of activity since April 2003 shows
that 74 cases have been closed where surveillance has been used. Of these,
28 resulted in no further action. Of the remaining 46 cases, 17 resulted in
criminal convictions for benefit fraud in excess of £960,000 with a further 9
sanctions applied to benefit fraud cases worth £150,000. 14 council properties
were recovered and seven right to buy applications refused, 6 staff were
either dismissed or resigned for fraud and a further 13 cases resulted in some
other form of sanction.

Financial Implications
None
Legal Implications

Statutory Instrument 521 of 2010, to be read in conjunction with the Codes of
Practice on Covert Surveillance and Property Interference, paragraph 3.29,
requires the appointment of a Senior Responsible Officer. This officer must be
a member of the corporate leadership team (CMT) and should be responsible
for ensuring that all aurhtorising officers are of an appropriate standard. The
council’s SRO is currently the Head of Legal and Procurement.
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5.2.  The Protection of Freedoms Bill is currently at the House of Lords Committee
Stage. Current proposals within the bill will mean significant changes for
surveillance activity within local government. This includes:

(a) Magistrates Approval

e The local authority will have to seek approval from a Magistrate prior to
conducting any surveillance

e This will be in addition to the authorisation currently needed by a LA Senior
Manager and the more general oversight by elected councillors as set out in
the new Codes

(b) Serious Offence Test

e Local authorities will only be able to use surveillance where the offence under
investigation carries a possible custodial sentence of 6 months or more.
However, this limit will not apply to test purchasing

6. Diversity Implications
6.1. None

7. Background Papers

1. Report from the Director of Finance and Corporate Resources to the Audit
Committee. 17" December 2009. Use of Directed Surveillance

2. Home Office (2009). Covert Surveillance and Property Interference. Revised
Codes of Practice. Retrieved 2" December 2010 from:
http://www.homeoffice.gov.uk/counter-terrorism/regulation-investigatory-
powers/ripa-codes-of-practice/

3. Home Office (2009). Covert Human Intelligence Sources. Revised Codes of
Practice. Retrieved 2" December 2010 from:
http://www.homeoffice.gov.uk/counter-terrorism/regulation-investigatory-
powers/ripa-codes-of-practice/

4. Office of the Surveillance Commissioner (2011). OSC Annual Report

8. Contact Officer Details

Simon Lane, Head of Audit & Investigations, Room 1, Town Hall Annexe.
Telephone — 020 8937 1260

Clive Heaphy
Director of Finance and Corporate Services
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